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	Section
	Sub-Section
	AZ SOW Detailed Requirements
	Digital Harbor Response

	5
	0
	CONTRACTOR RESPONSIBILITIES:
	

	5.1
	0
	Overall Requirements: The Contractor shall meet the following minimum requirements separately for AHCCCS/Med-QUEST. The Contractor / system shall:
	 

	5.1
	1
	Be a COTS solutition. The system may need to be somewhat customized but shall not be fully customized software.
	Yes, KYP (Know Your Provider) is a COTS / S-a-a-S solution with customization available based on customer preference for workflows, notifications, roles etc.

	5.1
	2
	Receive provider applications through a web based provider self-service tool and on paper. The system shall allow for the enrollment, re-enrollment, termination, recertification, or revalidation of providers and provide real-time notification to the providers of the receipt of the enrollment application. The system shall also support various means of registration such as cell phone, tablets, as well as PC's.
	Yes, KYP (Know Your Provider) has a complete web-based, interactive and intelligent portal for provider to submit all kinds of applications. 
KYP Enrollment module automatically receives and processes applications submitted from the Portal. KYP also enables electronic conversion of Paper apps through its Smart Forms capability. KYP Revalidation Workbench enables re-enrollments and revalidations. KYP Account Management enables Account Administration including Suspensions and Terminations 
It has a responsive user interface and can be access via internet on mobile devices like smart phones and tablets.
The powerful communication management capabilities sends real-time notifications along the application life cycle to the providers

	5.1
	3
	Collect and maintain provider data necessary to support other module functions (e.g. claims/encounter processing, service authorizations, and reporting functions).
	Yes, the provider data collected by KYP is stored in client mapped databases and can be made available to support other modules with proper data integration.

	5.1
	4
	Prompt users in the event of data entry errors, missing data or inconsistencies in the provider enrollment, maintenance, or revalidation process. The system shall provide contact information and offer interactive online support with the capability to respond to online questions. The system shall allow providers to view status of their enrollment online. Applications shall not be transmitted to MMIS until complete.
	Yes, KYP portal is the first of its kind "talking portal" that reminds, prompts, helps and assists the providers all along the application process. 
KYP has a social chat feature in combination with the Share feature. Not only can Provider chat with customer support, they can chat with each other and with enrollment analysts all contextually within any part of the application. The recipient can view that specific part and collaborate to achieve the desired outcome. Chat can be both interactive or asynchronous to allow Providers to get help regardless of time.
KYP also allows enrollment analysts to create findings at individual data element level and return to provider for in-line corrections
KYP Portal allows Providers to view and track the case workflow status online. KYP allows configurability of the granularity of that status

	5.1
	5
	Have backup, recovery and refresh functionality.
	Yes, these will be build-in for provider applications

	5.1
	6
	Provide any and all prompts to be used to guide providers through the process. The system shall prompt providers to upload and submit all necessary documents associated with the services they are requesting to perform.
	Yes, KYP portal as inbuilt intelligence to guide the providers through the process via the IPA "Lucy" who acts as a agent for collecting the required information including documents as per the type of application/service

	5.1
	7
	Accept all recognized electronic document formats.
	Yes, it will allow all standard acceptable electronic document format, some examples are Microsoft Word, Excel, Images, PDF, Text etc.

	5.1
	8
	Supply a Dashboard to see a work queue status for AHCCCS/Med-QUEST staff and managers.
	Yes, KYP has inbuilt dashboards for the AHCCCS/Med-QUEST to manage the workload of incoming application with pending, assigned, closed and unassigned queues

	5.1
	9
	Utilize cloud-based technology wherever advantageous to maximize the efficient and effective utilization of technology.
	KYP data is stored in a Private Cloud with fortified (multiple DMZ) access from the Internet. Data at rest and in transit is encrypted to ensure protection from loss and unauthorized disclosure

	5.1
	10
	Be hosted and executed from a virtualized environment. The entire system’s virtual environments shall be capable of being re-hosted at a AHCCCS/Med-QUEST data center on request.
	KYP will be configured in a virtualized AHCCCS/Medi-QuEST Virtual Private Cloud (on AWS) and will be capable of re-hosting at a State data center on request

	5.1
	11
	Prompt provider to affirm Provider Participation Agreement at enrollment, reenrollment, revalidation, recertification and when submitting an update to AHCCCS/Med-QUEST.
	KYP includes a configurable Provider Participation Agreement as part of all applications

	5.1
	12
	Be described in such detail that AHCCCS/Med-QUEST can create the virtualized environments necessary to house and operate the system in a selected Data Center.
	Digital Harbor will help provide the necessary information to mirror the virtualized enrivornment within our SaaS cloud in the State selected data center if required. 

	5.1
	13
	Use software and hardware that is upgradeable, scalable and preserves system customizations. The Contractor's hardware and software capacity selections shall support the applications to meet the requirements of this RFP. Use a version of software that is currently supported under standard maintenance agreements and is generally available during the life of the contract.
	Yes, Digital Harbor will adhere to this systems requirement. The KYP product will meet AHCCCS needs for the stipulated period of contract.

	5.1
	14
	Be web-based and require no installation on client workstations.
	Yes, KYP is a web based solution

	5.1
	15
	Provide a System Architecture Document. The System Architecture Document includes a technical explanation of all aspects of the system including detailed architectural diagrams, data flows, component specifications, SaaS, COTS products and hosting environment details. The documentation shall detail all identified interfaces required for the proposed system to exchange data/information with the PMMIS/HPMMIS Provide Subsystems, documentation and imaging storage systems.
	Yes, Digital Harbor will provide the Architecture Document with details

	5.1
	16
	Define the Master Data to include at a minimum: Identification of sources, Origin and uses as well as provide a data model that is serializable in schemas and data that is accessible via service interfaces.
	KYP will provide access to Provider data through batch EDI or Service Interface that support MITA specified functions 

	5.1
	17
	Store all data (data, configuration, user, etc) in a central repository. No data may be stored off-shore.
	KYP data is stored in a Private Cloud with fortified (multiple DMZ) access from the Internet. Data at rest and in transit is encrypted to ensure protection from loss and unauthorized disclosure

	5.1
	18
	Segregate all data used by AHCCCS/Med-QUEST. The system shall not mix data between states or with any other customer data. All data shall be the property of the state for which its use is intended and may not be used by the Contractor for any purpose. All data must be transferred to AHCCCS/Med-QUEST upon request, at no additional charge.
	Yes, Digital Harbor serves multiple state Medicaid agencies and is cognizant of the fact that data cannot be shared across clients because it is a property of respective clients. Appropriate practices and setup in Digital Harbor ensures this. KYP data is stored in a Private Cloud with fortified (multiple DMZ) access from the Internet. Data at rest and in transit is encrypted to ensure protection from loss and unauthorized disclosure

	5.1
	19
	Accept E-Signature in accordance with State of Arizona Policy P4070 - Electronic and Digital Signatures. https://aset.az.gov/sites/default/files/P4070%20Electronic%20Signature%20Policy%201.0%20-%20signed.pdf).
	Yes, E-signature will be accepted for contract documents

	5.1
	20
	Turn over any applicable system-related licenses to the AHCCCS/Med-QUEST within thirty (30) calendar days of the request.
	Digital Harbor would perform this requirement in accordance of its applicability to SaaS deployment

	5.1
	21
	Ensure that the data integrity error rate and routing errors of any transaction is less than .001%.
	Digital Harbor is happy to discuss the specifics of this point and achieve the required compliance with proper definition

	5.1
	22
	Be consistent with the CMS Technical Reference Architecture (TRA).
	Digital Harbor's over all architecture is based on CMS Standards and Conditions

	5.1
	23
	Be consistent with the current Medicaid Information Technology Architecture (MITA).
	Know Your Provider is a MITA compliant solution. 

	5.1
	24
	Ensure access for the required number of concurrent users, according to the Specifications, necessary for the administration of AHCCCS/Med-QUEST's business functions without limitation of user access and compliance with Performance Standards.
	Yes, KYP supports elastic scalability to ensure high availability and optimum performance regardless of user volume

	5.1
	25
	Ensure that the maximum amount of time between the initiation of a transaction and the confirmation receipt of the transaction by the Enterprise Service Bus (ESB) shall not exceed two (2) seconds.
	Our Solution will be configured to meet this requirement. Digital Harbor would work to refine the definition of "transaction" as large documents or batch updates may fall outside of atomic transactions as is the intent of this SLA

	5.2
	0
	Doumentation and Certification: The Contractor / System shall:
	 

	5.2
	1
	Maintain up to date System Design Documentation and System Documentation. Documentation shall be updated within ten (10) business days of the Implementation of a change.
	Yes, Digital Harbor will meet this expectation

	5.2
	2
	Maintain up to date Functional Documentation including both User Documentation and the Operations Procedures Manual. Documentation shall be updated within ten (10) business days of the implementation of a change.
	Yes, Digital Harbor will meet this expectation

	5.2
	3
	Provide licenses as required by the Agency to allow users access to perform all necessary business functions.
	Digital Harbor would perform this requirement in accordance of its applicability to SaaS deployment
Licenses for softwares like Microsoft Word, PDF or any other business usage software which will be used to interact with KYP will be a responsibility of the customer. 

	5.2
	4
	Ensure that Module Federal Certification is achieved retroactive to the first day of Operations and continued throughout the Operations Phase. The Contractor is responsible for meeting the Federal standards, conditions and business requirements, formally published by CMS as of the date of award of this contract, , necessary to ensure initial and continued federal Certification for the operation of the Module and AHCCCS/Med-QUEST to receive full Federal Financial Participation (FFP) and the Federal Medical Assistance Percentage (FMAP) funding . In addition, the The Contractor shall be responsible for meeting any new or modified Federal standards necessary to ensure initial and continued federal Certification, provided that to the extent those standards or requirements are not outside the scope of the RFP and do not result in a material cost impact on The Contractor, otherwise the The Contractor shall only be required to meet them if and to the extent the parties agree to do so through the Change Order process. The Contractor shall provide all support requested by AHCCCS/Med-QUEST during Certification and any recertification conducted by CMS and by the state. The support shall include assisting AHCCCS/Med-QUEST and CMS in developing artifacts and evidence to support the Certification review. This includes developing the Certification presentation and participation in the Certification review.
	Regulating agencies like CMS often update their guidelines and Digital Harbor will be happy to assist AHCCCS in the event the state decides to upgrade to new standards

	5.3
	0
	Regulatory System Compliance Requirements: The Contractor / Sytem shall:
	 

	5.3
	1
	Meet the system requirements, standards and conditions, and performance standards in Part 11 of State Medicaid Manual as periodically amended.
	KYP captures the minimum data set to support TMSIS required

	5.3
	2
	Report its compliance with Section 508 of the Federal Rehabilitation Act and the World Wide Web Consortium (W3C) Web Accessibility Initiative.
	Digital Harbor will comply with this requirement 

	5.3
	3
	Support the data requirements of quality improvement organizations established under Part B of title XI of the Patient Protection and Affordable Care Act.
	KYP Can be configured to add QIO data requirements to either enrollment applications or as part of regular Provider Maintenance activities

	5.3
	4
	Pass CMS Certification Requirements as described in the Medicaid Enterprise Certification Toolkit V2.2 using the MITA based checklist shown in Exhibit A.
	KYP Complies with applicable MITA based checklists and Digital Harbor will work with the state to achieve successful certification based on MECT V2.2

	5.3
	5
	Use automated screening and monitoring processes and tools to verify provider enrollment and eligibility based on Federal requirements contained in 42 CFR 455.436 (e.g., CMS data matching for provider screening and monitoring, Social Security Administration’s Death Master File, the National Plan and Provider Enumeration System (NPPES), the List of Excluded Individuals/Entities (LEIE), the Excluded Parties List System (EPLS) PECOS System).
	KYP includes the most advanced screening and monitoring tools to automatically screen against 15,000+ data sources including all Federal requirements under 42 CFR 455.436

	5.3
	6
	Ensure compliance with all licensing agreements, required to support the proposed System and Services. Compliance is defined as the maintenance of licenses and appropriate permitted usage.
	Digital Harbor will comply with this requirement 

	5.3
	7
	Comply with the Affordable Care Act. (Sections 1561, 1411, 1413, 1414, and 2201).
	Digital Harbor will comply with this requirement  under section 1561

	5.3
	8
	Comply with standards adopted by the Secretary under Section 1104 of the Affordable Care Act (ACA).
	Digital Harbor will comply with this requirement 

	5.3
	9
	Comply with ADA 508 accessibility standards.
	Digital Harbor will comply with this requirement 

	5.3
	10
	Express business rules using a technology-neutral standard format corresponding with the core data elements identified through the National Information Exchange Model (NIEM).
	KYP is built on top of Social Enterprise Technology (SET) which is a Microservices based architecture (SOA 2.0). SET in turn embeds our Industry Leading Composite Applications Framework which includes a full BRMS (Rule Engine) in the middle-tier 

	5.3
	11
	Document and expose all SOA services using standard Web Service Description Language (WSDL) and industry best practices.
	KYP supports dozens of Integration standards including Web Services (REST or SOAP), JSON-WDP, ODBC/JDBC, HTTPS, MSMQ, Rabbit MQ, JCA, WebDAV, JMS etc.

	5.3
	12
	Comply with the CMS Harmonized Security and Privacy Framework.
	Digital Harbor will comply with this requirement 

	5.3
	13
	Conform to the Information Technology Infrastructure Library (ITIL) standards version 3.
	Digital Harbor will comply with this requirement 

	5.3
	14
	Conform to World Wide Web Consortium (W3C) standards and practices.
	Digital Harbor will comply with this requirement 

	5.4
	0
	Other System Architecture Requirements: The System shall:
	 

	5.4
	1
	Be architected using Business Process Management and workflow technologies as the primary integrated vehicle to implement business processes by composing them from human interactions and coarse-grained services.
	Digital Harbor's Social Enterprise Technology platform supports Business Process Management and Workflows. KYP uses our platform's Enterprise Designer to design/model workflows in the BPMN notation. End-users have Milestone Tracking views to monitor and manage the workflow execution.
Digital Harbor has significant expertise in Business Process Modeling and Re-engineering in evaluating and analyzing business processes and transforming them to collaborative and analytical digital processes.

	5.4
	2
	Require that all business processes defined for the System guarantee process and data integrity (including asynchronous activities, reliable messaging, transactional processing, and timely restoration of service after.
	KYP uses our platform's Enterprise Designer to design/model workflows in the BPMN notation. End-users have Milestone Tracking views to monitor and manage the workflow execution.
Digital Harbor has significant expertise in Business Process Modeling and Re-engineering in evaluating and analyzing business processes and transforming them to collaborative and analytical digital processes.

	5.4
	3
	Use a business rules engine separate from core programming.
	KYP is built on top of Social Enterprise Technology (SET) which is a Microservices based architecture (SOA 2.0). SET in turn embeds our Industry Leading Composite Applications Framework which includes a full BRMS (Rule Engine) in the middle-tier 

	5.4
	4
	Support failover redundancies and swapping of critical system components and critical data of all the system components.
	Digital Harbor will comply with this requirement 

	5.4
	5
	Distinguish between errors and exception conditions.
	Digital Harbor will comply with this requirement. KYP Interface implementations include error logging and ability to generate automatic notifications in response to error detection. Exception handling is done via 

	5.4
	6
	Require components to be ready for deployment in various cloud computing environments, whether public, private, or hybrid.
	KYP data is stored in a Private Cloud with fortified (multiple DMZ) access from the Internet. Data at rest and in transit is encrypted to ensure protection from loss and unauthorized disclosure

	5.4
	7
	Provide capacity estimates for storage requirements for all proposed environments.
	Digital Harbor will comply with this requirement 

	5.4
	8
	Support a Service Oriented Architecture (SOA)- and Enterprise Service Bus (ESB)-based System.
	KYP supports dozens of Integration standards including Web Services (REST or SOAP), JSON-WDP, ODBC/JDBC, HTTPS, MSMQ, Rabbit MQ, JCA, WebDAV, JMS etc.

	5.4
	9
	Leverage webs services and adhere to key standards such as SOAP, XML, UDDI, WSDL, BPEL, SAML, and other standards as detailed by the State.
	KYP supports dozens of Integration standards including Web Services (REST or SOAP), JSON-WDP, ODBC/JDBC, HTTPS, MSMQ, Rabbit MQ, JCA, WebDAV, JMS etc.
KYP uses XML based messaging between client and server and server to server communications (synchronous or asynchronous)

	5.4
	10
	Accommodate MITA changes that may occur through the life of the contract.
	Digital Harbor will comply with this requirement 

	5.4
	11
	Support processing of data in multiple formats such as XML, X12, NIEM and other industry standard formats.
	In our experience there is limited data using this format in the context of Provider Services. However, KYP does support standardized transaction sets that may be applicable to exchanging summarize claims and Program Integrity Information with ESB

	5.4
	12
	Employ XML-based standards for communication and integration with other environments.
	KYP uses XML based messaging between client and server and server to server communications (synchronous or asynchronous)

	5.4
	13
	Provide the State with all changes, modifications, enhancements, or customized features it makes to any licensed software approved by AHCCCS/Med-QUEST to be used in the System.
	Digital Harbor will comply with this requirement 

	5.4
	14
	Ensure all modules have plans and procedures in place to meet audit and compliance requirements.
	KYP enables transaction level audit capabilities to support reconciliation based on errors related to synchronization across systems.
KYP includes separate audit tables that capture all changes in provider data to enable comprehensive change tracking and reporting.

	5.4
	15
	Support rapid failover or redeployment in the event of planned or unplanned interruptions.
	Digital Harbor will comply with this requirement 

	5.5
	0
	Determine Provider Eligibility: The Contractor / System shall:
	 

	5.5
	1
	Be configurable to allow or prevent provider enrollment based on provider characteristics.
	KYP will allow identifying risk around characteristics like provider type, NPI, Service Address, Taxonomy, SSN (individual providers), License and many others
KYP provides a configurable risk score and red flags to aide enrollment analysts in making enrollment decisions. KYP can also be configured to auto-enroll or auto-deny based on certain thresholds. KYP has direct support for Moratoria to prevent providers from enrolling if they meet state's moratoria criteria or force them to file a waiver.

	5.5
	2
	Prevent the creation of duplicate records during enrollment application submission.
	KYP automatically identifies potential duplicates and can either flag them to providers before submission or to enrollment analysts for review and auto-close

	5.5
	3
	Allow a single provider to enroll multiple service locations.
	In KYP Providers can enroll in multiple service locations although they would be assigned separate accounts for each location. Rendering Providers will only get one account, but multiple affiliations would be registered for each practice location for same or multiple groups.

	5.5
	4
	Allow an option to configure a single provider to register multiple NPI’s.
	Digital Harbor will comply with this requirement 

	5.5
	5
	Collect and maintain all information needed to complete provider enrollment in compliance with all state and federal policies and regulations.
	KYP already supports all federal regulations and is fully configurable to support state-specific regulations. KYP allows configuration of Social Forms as per state's approved statutes and forms and does not force the state to use out-of-the-box templates

	5.5
	6
	Determine provider eligibility in accordance with state and Federal policies and regulations.
	Digital Harbor will comply with this requirement 

	5.5
	7
	In addition to interfacing with numerous licensing and certification entities, the system shall be able to retrieve and utilize data stored in various formats.
	Digital Harbor is currently successfully able to to do provider's validations against multiple license and certification entities. Digital Harbor will provide the list of the entities and will be happy to discuss any new integration required with other data sources 

	5.5
	8
	Use automated screening and monitoring processes and tools to verify provider enrollment eligibility based on state regulations and policies (e.g., state licensing agencies, state exclusion lists.
	KYP provides 100% automated screening against nationwide exclusion, compliance and license board along with ability to manually verify and screenshot red flags for unmatched auditability

	5.5
	9
	Perform real-time license database checks.
	

	5.5
	10
	Provide a Pre-check: Ability name search for conflict of interest, link to known affiliate, group billers, subcontractors, excluded providers, other NPI numbers associated to the name, and other providers and individuals within the system, both present and in the past; criminal history, bankruptcy.
	KYP stores all the relevant information and links to affiliates, group, sub-contractors, excluded providers. It has unique capability to identify NPI shared by otherer providers within or outside the system and gather related information about the provider like criminal history, adverse actions, liens, bankruptcy and sanctions.

	5.5
	11
	Not provide automatic approval of providers, but will require human quality review of application before going forward.
	Although there is lot of automation in the process, all the results of the automated screening and intelligence gathering about the provider is presented in a intuitive manner to the AHCCCS enrolment analyst for decision making. The cases pass through configured workflow and users in different roles can access them in their queues and complete the required workflow to move the case forward for final decision on enrolment.

	5.5
	12
	Be configurable to prioritize the provider application based on provider type
	Digital Harbor will comply with this requirement 

	5.5
	13
	Provided that the system does not include a credentialing system, the system shall interface with AHCCCS/Med-QUEST MCO credentialing system to both receive and allow for data to be accessed by the MCO.
	KYP has all the necessary capabilities for provider credentialing. Digital Harbor can build the necessary data exchange mechanism so that MCOs can interact with it.

	5.5
	14
	Identify provider by risk levels as identified by CMS. Example: Previously suspended will be a "High" risk level.
	Digital Harbor will comply with this requirement 

	5.5
	15
	Track and notify new and existingproviders required to go through the Fingerprint and Criminal Background requirement during enrollment, reenrollment and revalidation or when the providers risk level has been elevated to “moderate” or "high".
	KYP accesses PECOS (an MOU would be required) and pulls information automatically to identify the status of site visit, fingerprinting and ownership information in PECOS

	5.5
	16
	Track and notify new and existing providers required to go through a site visit during enrollment, reenrollment, and revalidation or when the providers risk level has been elevated to "moderate" or “high”.
	KYP accesses PECOS (an MOU would be required) and pulls information automatically to identify the status of site visit, fingerprinting and ownership information in PECOS

	5.5
	17
	Provide a user-customizable template/checklist to document site visit processes.
	KYP Document management module allows various templates to be attached during the workflow resolution.

	5.5
	18
	Provide reviewers with geographical-based scheduling and mapping for provider site visits.The system shall match against the states’ Do Not Enroll list(s) or open investigation list(s).
	KYP provides a Revalidation Workbench that includes geographical based scheduling which can be used to plan site-visit based revalidations

	5.5
	19
	Provide Medicare and Medicaid match of providers.
	KYP solution is equipped with this capability

	5.5
	20
	Allow AHCCCS/Med-QUEST ability to convert exisiting providers into a new provider type eliminating initial registration process.
	KYP allows conversion of Providers from one provider type into another 

	5.6
	0
	Enroll Provider: The Contractor / System shall:
	 

	5.6
	1
	Support at a minimum, the following enrollment status designations or their equivalent: denied, terminated, suspended, provisionally accepted, accepted, in progress, pending, voluntarily terminated.
	KYP enables multiple status designations and multiple values for each of those designations

	5.6
	2
	Support multiple payment modalities, and track provider payments during enrollment, re-enrollment and revalidation process.
	

	5.6
	3
	Schedule and notify the provider for revalidation in compliance with Patient Protection and Affordable Care Act and 42 CFR 455, Subpart E.
	Digital Harbor will comply with this requirement 
KYP's revalidation workbench allows to create mass re-validation schedule and sends reminder notifications at appropriate intervals.

	5.7
	0
	Disenroll Provider: The Contractor / System shall:
	 

	5.7
	1
	Have configurable business rules to suspend or restrict the enrollment of providers, trading partners or clinics affiliated with individuals debarred by state or Federal agencies, listed in Registries (such as but not limited to, Child Abuse, Elder/Adult Abuse, Sex Offender), or do not meet requirements specified by AHCCCS/Med-QUEST.
	KYP allows enrollment analysts to suspend or restrict Providers based on AHCCCS-specific policies. KYP can be configured to generate alerts based on automated criteria and even take automated actions based on those alerts depending on AHCCCS specific policies/business rules

	5.8
	0
	Inquire Provider Information: The Contractor / System shall:
	 

	5.8
	1
	Have complete search capability to include filters, sort capabilities, etc.
	Digital Harbor will comply with this requirement 

	5.8
	2
	Provide query capability: naming convention, multiple times, date + time stamp documents from submission to completion
	Digital Harbor will comply with this requirement 

	5.8
	3
	Be able to search and identify those providers by appropriate licensure.
	Digital Harbor will comply with this requirement 

	5.9
	0
	Manage Provider Information: The Contractor / System shall:
	 

	5.9
	1
	Support real-time edits allowing providers to submit corrections to applications as needed.
	KYP is unique in allowing enrollment analysts to do in-line findings at individual field, document or sub-form level and enabling Providers to correct it before resubmission. Moreover, KYP automatically versions the Application and highlights the items that have changed

	5.9
	2
	Maintain the provider's effective date to begin administering services as of the date the provider screening process is complete as the standard effective date unless otherwise overridden and specified by AHCCCS/Med-QUEST.
	KYP allows both retrospective begin dates and prospective end dates. KYP default for effective date is approval date but can be configured to screening complete date

	5.9
	3
	Interface with the AHCCCS/Med-QUEST information Management System for information and document conversion (if needed) and ongoing information transfer.
	Digital Harbor will be happy to discuss this integration

	5.9
	4
	Allow the providers to update profile information based on edits of what information is alterable.
	KYP portal allows update of Profile information 

	5.9
	5
	Notify the provider and CMS in written format when the state applies the exclusion policy towards the provider.
	KYP has capability to generate various letters like termination, refer to Audit and Investigation, suspension, memorandum and termination etc. using configured letter templates

	5.9
	6
	Maintain images held front and back side documents, color, duplex, with ability to add annotation for notes and comments
	KYP application review module provides capabilities to review provider supplied documents and mark annotations, notes, comments and references. The documents are stored and available for quick reference and review

	5.9
	7
	Assign a case or tracking number for submitted documents to allow AHCCCS/Med-QUEST to track and/or search for pending documents. The system shall provide a confirmation number to the provider upon submission. If lost, the system shall provide retrieval capability via confirmation number for provider and AHCCCS/Med-QUEST.
	KYP's dynamic versioning and tracking ensures - All form data and documents within the form version themselves based on change and show in-line version tracking. KYP ensures that pre-populated portions are actively reviewed and any changes tracked and highlighted for both Provider and Reviewer

	5.9
	8
	Automatically flag previously researched providers and only report on current providers related to master death file, criminal, and excluded, in accordance with CMS minimum timeframe requirements.
	

	5.9
	9
	Provide an auto-generated comments section with executed actions logged by the system.
	KYP has this capability where critical workflow related system actions or user actions are captured as notes. Going beyond, KYP offers ability to perform chats with the co-workers/providers.

	5.9
	10
	Identify discrepancies and display at a glance exceptions requiring human review.
	All screens of KYP in general and screening review / case queues screen in specific display meaningful risk visualisation charts, screening summaries, disclosed v/s found information and the risk score for the provider in a very intuitive manner which clearly highlights the exceptions using various flags, icons, colours, risk meter and days remaining counters, etc. All these well adopted risk management elements when clubbed with our world-class UI/UX, provide an extremely powerful review interface for a qualitative decision-making. The AHCCCS analysts can provide inline comments on discrepancies in application form or provider supplied documents which the provider gets to see and add ''explanations'' again inline or perform corrections on the specific highlighted areas and re-submit.

	5.9
	11
	Identify Tribally owned and operated non-IHS/638 and IHS providers within the system.
	KYP supports Tribally owned Provider Type and even includes a configurable form template for Tribally operated Providers

	5.9
	12
	Support the ability to identify each MCO’s contracted providers.
	KYP support capture of multiple classification Indicators including Network Plan Indicators

	5.10
	0
	Manage Provider Communication: The Contractor / System shall:
	 

	5.10
	1
	Have a trigger process for provider notification of updates and registration confirmation
	KYP sends these notifications to providers

	5.10
	2
	Provide both electronic and paper correspondence/guidance.
	Letter generation capability allows various template driven letters to be attached to resolutions on the workflow inside KYP. They can later be mailed by AHCCCS to providers. Electronic notifications as explained in various sections are anyways available

	5.10
	3
	Notify AHCCCS/Med-QUEST when a site visit is required.
	Digital Harbor will comply with this requirement 

	5.10
	4
	Notify the provider that a site visit is required to complete enrollment, re-enrollment or revalidation in compliance with Patient Protection and Affordable Care Act and 42 CFR 455.432 as part of the screening process.
	Digital Harbor will comply with this requirement 

	5.10
	5
	Have the ability for a provider to submit a request for action to AHCCCS/Med-QUEST to include text and upload of attachments. The Contractor system shall assign a tracking number to track status of request.
	KYP enables update of Provider data while capturing the changes as part of the Application History and each request submitted as a part of application is tracked

	5.10
	6
	Provide a way for AHCCCS/Med-QUEST to separately customize all provider communication messages based on system triggers and provider types.
	Digital Harbor will comply with this requirement 

	5.11
	0
	Perform Provider Outreach: The Contractor / System shall:
	 

	5.11
	1
	Provide, within the provider portal view, a way to communicate with providers who access the system.
	KYP provides a Message Center within the Portal to allow Portal to view, exchange and manage all communications with other providers as well as state stakeholders

	5.11
	2
	Provide interface with external electronic communication solutions (such as Constant Contact).
	KYP can be configured to achieve this when required.

	5.12
	0
	Manage Provider Grievance
	 

	5.12
	1
	The system shall allow for the appeal right process, and tracking thereof, for provider enrollment-related actions.
	KYP supports a configurable appeals workflow. We propose to allow electronic filing of appeals with a 3-way workflow between Provider, Enrollment Department and Appeals agency who can share portions of the rejected application

	5.13
	0
	Reporting: The Contractor / System shall:
	 

	5.13
	1
	Provide a separate reporting server to minimize impact on production environment. The data on the reporting server should be updated in a timeframe mutually agreed to by AHCCCS/Med-QUEST and Contractor.
	Digital Harbor will maintain the appropriate infrastructure to meet the performance standards as agreed with AHCCCS

	5.13
	2
	Provide an established library of standardized operational reports as well as the ability to create a wide array of configurable detail level and summary level reports, dashboards and queries.
	Know Your Provider has a bunch of standardized operational reports like daily incoming applications report, daily approval/rejection report, workload by user report, case status, case ageing and many more  (please see the partial list attached the Reporting section in Method of Approach.

	5.13
	3
	Provide report, dashboard and query templates for authorized users to modify and reuse. Have the ability for authorized users to selectively retrieve, view, export, and print reports (or portions of reports). Have the capability to allow authorized users to view query parameters along with query results.
	One of our key differentiators is support for “dynamic reporting” and “Command & Control” dashboards. Users can ask questions on any screen and print, export, and email results on-the-fly. These “dynamic reports” are formed by users to support “train of thought.” Additionally, we enable rich correlated dashboards, which allow both interactive drilling and actions, enabling a manager to reassign cases and approve or add case notes directly from the dashboard

	5.13
	4
	Include a query tool that allows users to easily query data necessary to support AHCCCS/Med-QUEST healthcare program business needs.
	Know Your Provider stores all provider/case data in a relational database (SQL server) and enables any SQL tool to be used for reporting. Customers would however not need any knowledge of SQL to perform the queries. Know Your Provider provides multiple levels of next-generation query methods including:
• Ask Anywhere (Query by Example): This is a dynamic ontology engine which allows users to click on any piece of information on the screen (such as provider) and system generates a query interface on the fly to generate similar or related information as a report. This capability is extremely useful to answer day to day operational inquiries without requiring users to generate reports 
• Parameterized Reports: All pre-defined/pre-configured reports in Know Your Provider are parameterized with between 4-12 parameters. Users just need to select the report filters such as provider type or date range and generate a report on the fly tailored to their criteria 
• Users can save these as ad-hoc queries that can be manually re-executed or automatically through subscription on a user-defined frequency

	5.13
	5
	Reporting tool shall provide the ability to design and execute queries using one or more wild cards (e.g., %, *,?) and operators (e.g. =, , >, >=, <, <=, IN, BETWEEN, LIKE, IS NULL or IS NOT NULL) to provide data when searching or reporting.
	Know Your Provider stores all provider/case data in a relational database (SQL server) and enables any SQL tool to be used for reporting. Customers would however not need any knowledge of SQL to perform the queries. Know Your Provider provides multiple levels of next-generation query methods including:
• Ask Anywhere (Query by Example): This is a dynamic ontology engine which allows users to click on any piece of information on the screen (such as provider) and system generates a query interface on the fly to generate similar or related information as a report. This capability is extremely useful to answer day to day operational inquiries without requiring users to generate reports 
• Parameterized Reports: All pre-defined/pre-configured reports in Know Your Provider are parameterized with between 4-12 parameters. Users just need to select the report filters such as provider type or date range and generate a report on the fly tailored to their criteria 
• Users can save these as ad-hoc queries that can be manually re-executed or automatically through subscription on a user-defined frequency

	5.13
	6
	Capability to display data in a variety of formats (e.g., standard reports, graphs, charts, maps, dashboards) without the need to export data to another tool.
	Digital Harbor will comply with this requirement 

	5.13
	7
	Have the capability to produce reports or display output data by National Provider Identifier (NPI), AHCCCS/Med-QUEST proprietary ID, or by a subset of the provider's practice or taxonomy.
	Digital Harbor will comply with this requirement 

	5.13
	8
	Provide ad hoc query capability for retrieval of data relevant to specific operational and program business units. Provide an online adhoc reporting tool that allows authorized users access to provider and trading partner data (e.g., provider enrollment status, alphabetic and numeric provider listing, re-certification listing, revalidation listing, group affiliation listing, provider classification listing, and category of service listing).
	Yes, this capability is supported by KYP. However we need to define the list of data points, with AHCCCS, on which reporting will be done so that they can be extended.

	5.13
	9
	Track and have the capability to report both summary and detail level information pertaining to provider enrollment, suspension, termination, re-enrollment, revalidation, and recertification.
	Digital Harbor will comply with this requirement 

	5.13
	10
	Provide Provider Transaction Error Reporting that includes the error, the date and time the error was identified, and the provider file(s) effected.
	

	5.13
	11
	Support initiation of reports through various methods including on-demand, scheduled requests (including non-business hours), and event-driven requests with distribution of the report results to specified secure locations. System generated letters shall be achievable and reprintable.
	Digital Harbor will comply with this requirement. 

	5.13
	12
	Reporting solution shall allow users to search on criteria including report names, report filters, and data elements included in the report in a library or repository of reports.
	Digital Harbor will comply with this requirement 

	5.13
	13
	Reporting solution shall display standard report header and footer information (e.g., report number, report title, page number, date) on all reports.
	Digital Harbor will comply with this requirement 

	5.13
	14
	Provide the ability to access and use all current and historical data for reporting purposes.
	Digital Harbor will comply with this requirement 

	5.13
	15
	Provide a custom report outlining system anomalies such as high levels of utilization, poor response times, large number of failed logins, and other abnormal activities, identified, repaired and resolved. This report's frequency shall be dictated by the number of anomalous activities. The report shall include specifics regarding the issues encountered, the measures taken to resolve the anomalies and the resources (selected regarding the issues encountered, the measures taken to resolve the anomalies and the resources (selected Contractor, AHCCCS/Med-QUEST and third-party, if applicable) participating in the process.
	KYP can be configured to achieve this when required.

	5.13
	16
	Provide online reporting and status inquiry for all change requests in AHCCCS/Med-QUEST specified category(ies); Display status, report coding changes, attach test results, and record all notes from AHCCCS/Med-QUEST and selected Contractor staff related to each change request; and produces reports that are downloadable in AHCCCS/Med-QUEST-approved formats.
	KYP can be configured to achieve this when required.

	5.13
	17
	Provide a defect reporting and tracking tool. All defect and issue resolutions must be documented, tracked and shared with AHCCCS/Med-QUEST personnel weekly, or as needed. Review of the defect and issue log shall be conducted by the Contractor.
	Digital Harbor will comply with this requirement . Digital Harbor uses JIRA as a defect tool and will provide AHCCCS designated staff with the access. Reports can be pulled out from JIRA based on various parameters

	5.13
	18
	Provide toolsets to accommodate report design and generation.
	

	5.13
	19
	Provide Reports of statistics; pull historical trending data for AHCCCS/Med-QUEST, such as revalidation completed over past # of years, number of providers registered, terminated or suspended.
	Digital Harbor will comply with this requirement 

	5.14
	0
	Solution Help System: The Contractor / System shall
	 

	5.14
	1
	Be able to link to training modules within the enrollment process (e.g., Contractor’s authorizing member and provider services).
	KYP Portal has lots of contextual material embedded right at the relevant sections so that Providers can access them in case of confusion. The Intelligent Personal Assistant "Lucy" guides the Providers along the enrollment process.

	5.14
	2
	Provide a robust and customizable online help tool for internal and external users.
	KYP Portal has lots of contextual material embedded right at the relevant sections so that Providers can access them in case of confusion. The Intelligent Personal Assistant "Lucy" guides the Providers along the enrollment process.

	5.15
	0
	System Availability: The Contractor / System shall:
	 

	5.15
	1
	Have a Performance monitoring dashboard that shall have Availability 99% of the time, twenty-four (24) hours a day, seven days a week, excluding AHCCCS/Med-QUEST approved planned Downtime. Availability is calculated as follows: Availability percentage = unplanned Downtime (Total Downtime-approved Downtime) divided by Total time (24X7).
	KYP will be configured to support this SLA

	5.15
	2
	With the exception of 5.15.1 above, the system shall be available 99.5% of the time, twenty-four (24) hours a day, seven days a week, excluding AHCCCS/Med-QUEST approved planned Downtime. Availability is calculated as follows: Availability percentage = unplanned Downtime (Total Downtime-approved Downtime) divided by Total time (24X7).
	Digital Harbor will comply with this requirement 

	5.15
	3
	Provide and support non-disruptive rules-based data archival and subsequent retrieval. The system must not be unavailable for extended periods of time during the archival process as defined by AHCCCS/Med-QUEST.
	KYP provides configurable retention period for both data and documentation. KYP cloud based solution allow both active and passive archiving
KYP ECM can be configured to support specific retention policies including automatic migration to long-term archiving

	5.15
	4
	Provide and support non-disruptive rules-based data purging. The system must not be unavailable for extended periods of time during the purge process as defined by AHCCCS/Med-QUEST.
	Digital Harbor will comply with this requirement 

	5.15
	5
	Provide and support non-disruptive rules-based data restoration. The system must not be unavailable for extended periods of time during the purge restore process as defined by AHCCCS/Med-QUEST.
	Digital Harbor will comply with this requirement 

	5.15
	6
	Perform routine monitoring using software tools to measure the efficiency of online storage access and take corrective action as needed (including performance adjustments to equipment and software, or file placement as required to maximize availability, efficiency, and other attributes of service), placement as required to maximize availability, efficiency, and other attributes of service).
	Digital Harbor will comply with this requirement 

	5.15
	7
	Ensure data received from real-time Interfaces shall be accessible in the module within three (3) seconds at least 99% of the time; excluding batch interface updates. Performance is measured by a predefined sample measuring timestamp data was received to the time the data is available to query in the module database or presented to the user via a module user interface.
	Digital Harbor will comply with this requirement 

	5.15
	8
	Response time for user-initiated functionality related to the data store including simple queries shall not exceed three (3) seconds and for complex queries whose output is greater than 10,000 rows shall not exceed thirty (30) seconds. Performance is measured by a predefined sample measuring from the user initiating simple query until return of accurate output. Also predefined sample measuring from the user initiating a complex query until the return of accurate output.
	Digital Harbor will comply with this requirement 

	5.15
	9
	Accommodate a user interface response time of two (2) seconds or less per discrete transaction.
	Digital Harbor solution would accommodate such response times from user request to KYP load balancer and response for each discrete transaction. Latencies associated with user internal networks, internet and user desktop environment are beyond Digital Harbor's control

	5.15
	10
	Response time for adding, updating, or deleting data from operational components shall not exceed three seconds per action. Performance is measured by a predefined sample measuring individually the adding, editing and deleting of data. Measure from action to completion of process. Validate 1) appropriate action to data was completed. 2) Review action history for timing.
	Digital Harbor Solution would meet these response times for atomic database transactions. As an example such response times cannot be guaranteed for large documents, letter generation, bulk updates etc.

	5.15
	11
	Ensure all of the required Interfaces for the module operate in accordance with the Specifications, without degradation in performance.
	Digital Harbor will comply with this requirement 

	5.15
	12
	In the event of an unscheduled module downtime, restore availability, using procedures approved in the Business Continuity and Disaster Recovery Plan within four (4) hours from the start of the unscheduled downtime.
	Digital Harbor will comply with this requirement 

	5.15
	13
	Provide an alternate business site if the Contractor's primary business site becomes unsafe or inoperable. The alternate business site shall be fully operational within two (2) business days of the primary business site becoming unsafe or inoperable.
	Digital Harbor will comply with this requirement 

	5.15
	14
	Provide detailed Disaster Recovery Plan test results annually to the AHCCCS/Med-QUEST within thirty (30) days of test completion.
	Digital Harbor will comply with this requirement 

	5.15
	15
	Provide file restoration within six (6) hours of an incident where file corruption loss is detected.
	Digital Harbor will comply with this requirement 

	5.15
	16
	Request any planned downtime due to scheduled upgrades or maintenance, outside the normal maintenance window, a minimum of five (5) business days prior to downtime. All down time shall be approved by AHCCCS/Med-QUEST.
	Digital Harbor will comply with this requirement 

	5.15
	17
	Resolve all errors within the following timeframes:
	

	5.15
	17.1
	Priority 0 Errors (system unavailable) — notification to the impacted state within thirty (30) minutes, status of error every thirty (30) minutes until the corrective action plan is approved, corrective action plan within two (2) hours;
	Digital Harbor will notify AHCCCS within 30 minutes of the confirmation of system unavailability, update status every 30 minutes until corrective action is approved and make corrective action plan within 2 hours

	5.15
	17.2
	Priority 1 Errors (serious production issues) — notification to the impacted state within thirty (30) minutes, status of error every one (1) hour until the corrective action plan is approved, corrective action plan within two (2) hours;
	Digital Harbor will comply with this requirement 

	5.15
	17.3
	Priority 2 Errors (significant production issue where work around is available) — notification to the impacted state within thirty (30) minutes, status of error twice a day until the corrective action plan is approved, corrective action plan within twenty four (24) hours;
	Digital Harbor will comply with this requirement 

	5.15
	17.4
	Priority 3 Errors (all others) — notification to the impacted state within thirty (30) minutes if during scheduled business hours otherwise beginning of next business day, status of error every twenty four (24) hours until the corrective action plan is approved, corrective action plan shall define the agreed-upon schedule between the selected Contractor and the impacted state .
	Digital Harbor will comply with this requirement 

	5.15
	17.5
	All priority levels shall be subject to AHCCCS/Med-QUEST review and approval.
	Digital Harbor will comply with this requirement 

	5.15
	17.6
	Upon contract award or shortly thereafter, AHCCCS/Med-QUEST shall supply contact information to the Contractor for reporting incidences in 5.15.17.
	Digital Harbor will comply with this requirement 

	5.15
	17.7
	Have an acceptable documented risk mitigation plan submitted to AHCCCS/Med-QUEST within five (5) business days of risk identification for 100% of high or critical risks. AHCCCS/Med-QUEST shall determine the level of criticality of each risk.
	Digital Harbor will comply with this requirement 

	5.15
	18
	Ensure 100% of all Data Interfaces identified for the Enterprise Service Bus (ESB) integration are managed and orchestrated by the ESB.
	Digital Harbor will comply with this requirement 

	5.16
	0
	Security The Contractor / System shall:
	 

	5.16
	1
	Complete State of Arizona Baseline Infrastructure Security Controls 2017, see Attachment A. https://aset.az.gov/arizona-baseline-security-controls-2016-excel.
	Please see the State of Arizona Baseline Infrastructure Security Control 2017 sheet duly filled and attached in Apendix section of the RFP response.

	5.16
	2
	Provide reporting which identifies usage anomalies or users who may have misused the system.
	KYP environment incudes Intrusion Detection tools as well as audit logs with individual usage

	5.16
	3
	Provide current and historical information about user access and all system changes through an audit capability.
	KYP SSO tracks access including IP address and region during authentication

	5.16
	4
	Ensure that all data, regardless of its location, is encrypted at rest.
	Digital Harbor will comply with this requirement 

	5.16
	5
	Provide an independent third party to perform penetration testing within six (6) months prior to implementation. Penetration testing shall also be performed by an independent third party on an annual basis and when additions or changes to functionality impact the security framework, architecture or when a new vulnerability exists. Penetration Test Report results shall be supplied to AHCCCS/Med-QUEST and any major or critical vulnerabilities mitigated.
	DH will provide an Independent third Party Pen testing Report before go-live and annual Pen test report thereafter as agreed with the customer

	5.16
	6
	Ensure the confidentiality, privacy, and security of all AHCCCS/Med-QUEST data passing through the Contractor and Sub-Contractor networks.
	Digital Harbor will comply with this requirement 

	5.16
	7
	Display a security warning banner prior to allowing entry into the system. The system shall have security warning banners and headers and footers that adhere to Federal, state, and other applicable standards that are prominently displayed introductory screens.
	KYP solution conforms to this requirement. The security banner would be tailored to state approved language

	5.16
	8
	Perform patching and corrections related to security vulnerabilities of a critical nature within three (3) business days and those of a major nature within ten (10) business days. AHCCCS/Med-QUEST shall determine the level of criticality in consultation with the The Contractor.
	Digital Harbor will comply with this requirement 

	5.16
	9
	Prevent any user or system administrator from having a shared account.
	Digital Harbor will comply with this requirement 

	5.16
	10
	Provide a written report and assessment to AHCCCS/Med-QUEST within twelve (12) hours following the identification of any Security Incident detailing all actions taken concerning the incident, including the type of incident, the current status, and any potential impact(s).
	Digital Harbor will comply with this requirement 

	5.16
	11
	Meet all the following requirements at the standards that are current for each requirement as of the date that the service or product is delivered to AHCCCS/Med-QUEST. In the situation of a conflicting requirement or standard, the more stringent requirement shall apply.
	Digital Harbor will comply with this requirement 

	5.16
	11.1
	HIPAA Privacy and Security – specifically CFR Title 45 Public Welfare, Part 164 – Security and Privacy. http://www.gpo.gov/fdsys/pkg/CFR-2007-title45-vol1/pdf/CFR-2007-title45-vol1-part164.pdf
	KYP complies with this requirement

	5.16
	11.2
	AHCCCS/Med-QUEST of Arizona security standards and policies set by ADOA/ASET.
	KYP complies with this requirement

	5.16
	11.3
	National Institute of Standards and Technology (NIST) Special Publication 800-30 Revision 1 guidance for conducting risk assessments of federal information systems
	Digital Harbor will comply with this requirement 

	5.16
	11.4
	Seven Standards and Conditions (CMS). http://www.medicaid.gov/Medicaid-CHIP-Program-Information/By-Topics/Data-and-Systems/Downloads/EFR-Seven-Conditions-and-Standards.pdf
	KYP meets this requirement

	5.16
	11.5
	All applicable ACA requirements and standards.
	Digital Harbor will comply with this requirement 

	5.16
	11.6
	Annual Security and SSAE-16 Assessment or equivalent. An annual security assessment covering vulnerability testing, penetration testing, and process and procedures shall be conducted each. This assessment shall be conducted by an independent, third party contractor, approved by AHCCCS/Med-QUEST, who is qualified by the Federal government to perform assessments on computers that access Federal information and has experience performing security assessments with other government agencies. This and any other security assessment related to the systems hosting or environment shall be provided to AHCCCS/Med-QUEST within 24 hours of finalizing the report.
	 

	5.16
	11.7
	Resolve high and medium vulnerabilities identified, unless otherwise approved in writing by AHCCCS/Med-QUEST. Low vulnerabilities shall be discussed prior to resolution. Only those issues that AHCCCS/Med-QUEST deems important shall need to be remediated.
	Digital Harbor will comply with this requirement 

	5.16
	11.8
	Security Incident Reporting. See Business Associate Addendum for details.
	Digital Harbor will comply with this requirement 

	5.16
	11.9
	Responsible for monitoring emerging information security threats and vulnerabilities and the necessary remediations.
	Digital Harbor will comply with this requirement 

	5.16
	11.10
	Provide complete system documentation, onsite training and training manuals, desk level procedures and practices to avoid security breaches.
	Digital Harbor will comply with this requirement 

	5.16
	11.11
	Manage user authentication and authorization via LDAP version 3.0 or higher.
	Digital Harbor will comply with this requirement 

	5.16
	11.12
	Contain verification mechanisms that are capable of authenticating authority (as well as identify) for the use or disclosure requested.
	Digital Harbor will comply with this requirement 

	5.16
	11.13
	Provide role-based security using unique identifiers (IDs), mandatory password standards, and profile or group access assignments. All users must be authenticated when establishing a connection to the System. Authentication must be based on unique user IDs and must support separation of duties based on roles.
	Digital Harbor will comply with this requirement 

	5.16
	11.14
	Enforce password policies for length, character requirements, forced reset intervals, and updates, as defined by AHCCCS/Med-QUEST.
	Digital Harbor will comply with this requirement 

	5.16
	11.15
	Provide the capability for expiring or terminating a user's session after a predefined period of inactivity, as defined by the State.
	Digital Harbor will comply with this requirement 

	5.16
	11.16
	Provide the ability to audit/track all activity specific to each user and process, including at a minimum date and time of last login, invalid login attempts, system errors, and all transaction activities, including inquiry. Alert appropriate staff authorities of potential violations of privacy safeguards such as inappropriate access to confidential information. Alert appropriate staff authorities of potential violations of privacy safeguards such as inappropriate access to confidential information. Preserve and report specified audit data when potential security violation detected.
	Digital Harbor will comply with this requirement 

	5.16
	11.17
	Provide capability to redact records in whole or in part to comply with State and federal privacy standards based on role and authority.
	KYP has roles based access control to extend the privilege set of KYP to specific roles based on AHCCCS policies. 

	5.16
	11.18
	Provide AHCCCS/Med-QUEST authorized entities access to source code, libraries and other project artifacts.
	Digital Harbor will provide any custom code to authorized entities. 

	5.16
	11.19
	Initiate corrective actions to ensure breach shall not occur again if it is within the selected Contractor's scope of responsibility. Preparing and retaining documentation of breach investigations and providing copies to the impacted state within twenty-four (24) hours of detection of the breach.
	Digital Harbor will comply with this requirement 

	5.16
	11.20
	Prevent the installation or use of remote control or file sharing software unless explicitly approved by the State.
	Digital Harbor will comply with this requirement 

	5.16
	11.21
	Adhere to applicable state and Federal laws, rules, regulations, guidelines, policies, and procedures relating to information systems, information systems security and privacy, physical security, PHI confidentiality and privacy. The Contractor shall work with AHCCCS/Med-QUEST to define and identify that the proposed Systems or Services meet applicable compliance requirements. If The Contractor is out of compliance, a mitigation plan to regain compliance is due to the AHCCCS/Med-QUEST within ten (10) business days with mitigation and testing to be completed in the timeframe defined in the mitigation plan.
	Digital Harbor will comply with this requirement 

	5.16
	12
	Conduct annual HIPAA and security training with the Contractor staff. This training shall also be part of the onboarding processes and the documentation shall be consolidated and submitted annually to AHCCCS/Med-QUEST.
	Digital Harbor will comply with this requirement 

	5.17
	0
	Project Governance
	 

	5.17
	1
	Participation in MECL and IV&V Requirements: The Contractor shall:
	

	5.17
	1.1
	Support AHCCCS/Med-QUEST and its Contractor(s) in Independent Verification and Validation (IV&V) activities associated with the contract including, but not limited to, completion of the CMS MECT checklists (See Exhibit A : MITA) ,IV&V Requirements and Design Review, IV&V Progress Reports, CMS Progress Reviews, Operational Milestone Review(s), and CMS Certification(s) Final Review.
	DH will provide the standard documentation for the SaaS solution including Deployment architecture as part of the SCP. Technical documentation will also include external interfaces and integration architecture to reflect the component interactions with the State Enterprise System.

	5.17
	1.2
	Coordinate with AHCCCS/Med-QUEST and with the IV&V Contractor as required by AHCCCS/Med-QUEST, to support the program-level change management process consistent with the Enterprise Change Management Plan.
	Digital Harbor will comply with this requirement 

	5.17
	1.3
	Work collaboratively with AHCCCS/Med-QUEST and the IV&V Contractor to provide schedule information to be included in the Integrated Master Schedule (IMS). Elements necessary for the IMS include; start and end dates of major phases, key project milestones, integration points, cross module dependencies, and sufficient information to support the AHCCCS/Med-QUEST reporting requirements.
	Digital Harbor will comply with this requirement 

	5.17
	1.4
	Ensure that all project activities, plans and deliverables comply with the requirements of the MECL.
	Digital Harbor Implementation Process complies with this requirement

	5.17
	2
	Support AHCCCS/Med-QUEST in all program governance activities as necessary.
	Digital Harbor will comply with this requirement 

	5.18
	0
	Project Management: The Contractor shall:
	 

	5.18
	1
	Employ a project management approach that shall satisfy the scope of work and incorporate all activities described in the RFP.
	Digital Harbor will comply with this requirement 

	5.18
	2
	Participate in the project initiation kick-off meeting with key stakeholders and the AHCCCS/Med-QUEST project team.
	Digital Harbor will comply with this requirement 

	5.18
	3
	Assist with implementing procedures and tools for tracking project action items, decisions, issues, risks and defects.
	Digital Harbor will comply with this requirement 

	5.18
	4
	Be responsible for the capture and dissemination to AHCCCS/Med-QUEST of agendas, meeting minutes and documentation necessary for successful execution of the project as determined by AHCCCS/Med-QUEST RASIC (Responsible Accountable Signatory Informed Consulted) Matrix which is a responsibility assignment matrix (RAM).
	Digital Harbor will comply with this requirement 

	5.18
	5
	Provide deliverables or documentation as defined in the Project Work Plan (PWP) and approved by the AHCCCS/Med-QUEST teams.
	Digital Harbor will comply with this requirement 

	5.18
	6
	Participate in status meetings to discuss project tasks and activities (e.g., deliverables, milestones, issues, risks, and SLAs).
	Digital Harbor will comply with this requirement 

	5.18
	7
	Participate in necessary meetings with the stakeholders and/or other Contractors.
	Digital Harbor will comply with this requirement 

	5.18
	8
	Have the discretion to conduct meetings to discuss issues, risks, progress of current projects, system changes, resource changes, and other areas specific to the scope of work.
	Digital Harbor will comply with this requirement 

	5.18
	9
	Use the AHCCCS/Med-QUEST agreed upon tool(s) that shall provide an electronic document repository for project documents and deliverables. The Contractor, AHCCCS/Med-QUEST staff and other Contractors with the appropriate security level shall upload/attach new or revised versions of documents. The repository shall perform version control and allow users to view all prior versions.
	Digital Harbor will comply with this requirement 

	5.18
	10
	Establish and utilize a deliverable review and acceptance process agreed upon by the AHCCCS/Med-QUEST Team that incorporates the following:
	Digital Harbor will comply with this requirement 

	5.18
	10.1
	Review cycles, which shall be conducted and scaled to the size and complexity of the deliverables.
	Digital Harbor will comply with this requirement 

	5.18
	10.2
	Deliverables will need to reflect coordination with the overall modular program and shall follow agreed upon change control processes.
	Digital Harbor will comply with this requirement 

	5.18
	10.3
	Informal reviews and walkthroughs of draft and final deliverables are encouraged.
	Digital Harbor will comply with this requirement 

	5.18
	10.4
	Queuing up excessive deliverables for simultaneous review is unacceptable to AHCCCS/Med-QUEST.
	Digital Harbor will ensure timely submission of formal deliverables

	5.18
	11
	Provide deliverables that at a minimum meet the following quality standards:
	

	5.18
	11.1
	Provide accurate and comprehensive content, reflecting the specific requirements for the deliverable.
	Digital Harbor will comply with this requirement 

	5.18
	11.2
	Ensure appropriate technical level for the audience.
	Digital Harbor will comply with this requirement 

	5.18
	11.3
	Utilize correct grammar, spelling, and versioning.
	Digital Harbor will comply with this requirement 

	5.18
	11.4
	Ensure diagrams are clear, concise, and value added.
	Digital Harbor will comply with this requirement 

	5.18
	11.5
	Follow industry-related standards.
	Digital Harbor will comply with this requirement 

	5.18
	11.6
	Appropriately define and reference information.
	Digital Harbor will comply with this requirement 

	5.18
	12
	Develop and maintain a Project Management Plan (PMP) to be integrated and coordinated with the AHCCCS/Med-QUEST PMP: The purpose of the Project Management Plan is to provide a comprehensive baseline of what needs to be achieved by the project, how it is to be achieved, who will be involved, how it will be reported and measured and how information will be communicated with the project. It shall serve as a reference for decision and clarifications. All relevant project plans including but not limited to the Communication Plan, Change Management Plan, Staffing Management Plan, Quality Management Plan, Risk Management Plan, Issue Management Plan and the Work Breakdown Structure are incorporated into the Project Management Plan. It shall be a living document that evolves as the project progresses and is updated with the latest relevant information as required. The Project Management Plan may be broken into separate documents, but all documents shall be considered sections of the Project Management Plan. The AHCCCS/Med-QUEST PMP shall be the governing document.
	Digital Harbor will maintain a PMP with the adequate details required to meet the objective

	5.18
	13
	Develop and maintain a detailed Project Work Plan (PWP) and a Gantt Chart that is aligned with the scope of the work outlined in this RFP to be integrated and coordinated with the AHCCCS/Med-QUEST PWP. The PWP shall identify realistic person hours of effort for each task and identify planned completion dates for all deliverables and milestones. Additionally the PWP shall include the elements necessary for the IMS include: start and end dates of major phases, key project milestones, integration points, cross module dependencies, and sufficient information to support the AHCCCS/Med-QUEST reporting requirements. The PWP shall be continually refined and updated as the project progresses and shall retain the baseline for comparative reporting.
	Digital Harbor will maintain a PWP with the adequate details required to meet the objective

	5.18
	14
	Coordinate module deliverable and milestone walkthroughs and participate in other module walkthroughs as required by AHCCCS/Med-QUEST.
	Digital Harbor will comply with this requirement 

	5.18
	15
	Submit a monthly System Enhancement Pool report that details tickets invoiced to the hourly pool and shall include hours used and hours remaining for the AHCCCS/Med-QUEST's approval.
	Digital Harbor will provide a System Enhancement Pool Report as per states requirements

	5.18
	16
	Participate with the AHCCCS/Med-QUEST Project Management Team and the IV&V Contractor to give an accurate, honest reporting of the project status.
	Digital Harbor will comply with this requirement 

	5.18
	17
	Contribute to the AHCCCS/Med-QUEST and/or the Systems Integration Services collaboration site, technical and non-technical project artifacts for the Contractor's module or module components including requirements, use cases, user stories, storyboards, system design documents, supplemental specifications, test cases, test scripts, test results, user, system and training documentation at the teams direction.
	Digital Harbor will comply with this requirement 

	5.18
	18
	Transfer system and services documentation and all data requested by AHCCCS/Med-QUEST to AHCCCS/Med-QUEST.
	Digital Harbor will comply with this requirement 

	5.18
	19
	Deliver a Turnover Results Report that documents completion of each step of the Turnover Plan
	Digital Harbor will comply with this requirement 

	5.18
	20
	Project Responsibilities
	

	5.18
	20.1
	Meet the due date for Acceptance of each Deliverable, as indicated in the Work Plan.
	Digital Harbor will comply with this requirement 

	5.18
	20.2
	Distribute meeting agendas to invitees at least twenty-four (24) hours before the start of a scheduled meeting involving project stakeholders. Scheduled meetings include any reoccurring project meetings, meetings identified in the Work Plan or any meeting requested by the AHCCCS/Med-QUEST with at least forty-eight (48) hours' notice. The Contractor shall distribute meeting minutes to meeting attendees within two business days of the scheduled meeting.
	Digital Harbor will comply with this requirement 

	5.18
	20.3
	The Contractor's Key Personnel positions may not be vacant for more than ten (10) Business Days without a qualified substitute (temporary replacement). A qualified substitute shall be in place no more than ten (10) Business Days after the separation date of the vacating resource. The definition of a qualified substitute is someone meeting the requirements of the RFP
	Digital Harbor will comply with this requirement 

	5.18
	20.4
	Ensure that 100% of all critical Priority tickets, (Enhancements, Deficiencies, Maintenance, Research, Configuration and Mass Adjustments) are completed and Implemented by the Required Implementation Date.
	Digital Harbor will comply with this requirement 

	5.18
	20.5
	Maintain environments as mutually agreed upon to perform System validation, integration testing, and data migration to determine overall production readiness. Each environment shall include all of the components to support the intended purpose of that environment. Any component not replicated in a designated environment shall be disclosed to the AHCCCS/Med-QUEST and a written explanation as to why this shall not affect the inherent use of the environment for its intended purpose.
	Digital Harbor will comply with this requirement 

	5.18
	20.6
	Document all business rules applicable to the functioning of the module and document any new or changed business rules within ten (10) business days of the implementation of a change.
	Digital Harbor will comply with this requirement 

	5.18
	20.7
	Document all configuration items applicable to the System and update Documentation within ten (10) business days of the implementation of a change.
	Digital Harbor will comply with this requirement 

	5.19
	0
	Training: The Contractor shall:
	 

	5.19
	1
	Provide systems training for AHCCCS/Med-QUEST and Provider Registration staff in alignment with the implementation schedule in a format and at times as determined by AHCCCS/Med-QUEST.
	Digital Harbor will comply with this requirement 

	5.19
	2
	Assist and participate with AHCCCS/Med-QUEST in conducting education, training, and communications during implementation and transition to the new provider enrollment management system, and going forward as needed to support System changes.
	Digital Harbor will comply with this requirement 

	5.19
	3
	Provide technical training to agency project resources and designated Contractors to develop an understanding of how to monitor the system using available tools and dashboards while leveraging technical and functional documentation and/or reports.
	Digital Harbor will comply with this requirement 

	5.19
	4
	Collaborate with AHCCCS/Med-QUEST to finalize a training schedule.
	Digital Harbor will comply with this requirement 

	5.19
	5
	Maintain and update the training environment with training data to use during user training.
	The UAT environment will be used for training

	5.19
	6
	Provide train-the-trainer sessions for Agency resources or designated agency resources and other staff responsible for training.
	Digital Harbor will comply with this requirement 

	5.19
	7
	Provide training necessary to support new functionality and/or major software releases that materially change the user interaction.
	Digital Harbor will comply with this requirement 

	5.19
	8
	Upon request, be required to provide on-site visits to AHCCCS and Med-QUEST for requirements definition, training and implementation.
	On-site visits will be cordinated with AHCCCS for approvals

	5.20
	0
	Testing: The Contractor shall:
	 

	5.20
	1
	At a minimum, the system shall contain the three test environments: Integration Testing, System testing, Regression Testing.
	Digital Harbor will comply with this requirement 

	5.20
	2
	Plan and execute testing for all inbound and outbound interfaces, ensure accurate and secure data transmission between the system and the ESB and coordinate with external entities as appropriate.The Contractor shall ensure, in order to release code to UAT or production, it shall meet the minimum acceptable defect levels: Critical: 100% have been resolved. High: 100% have been resolved.
	Digital Harbor will comply with this requirement 

	5.20
	3
	Identify and resolve interdependencies that restrict or impede required testing of the system, other enterprise modules, or module components from performing required testing. Unless otherwise identified by AHCCCS/Med-QUEST strategies to resolve interdependencies shall be reviewed and approved by AHCCCS/Med-QUEST prior to implementing the resolution strategy.
	Digital Harbor will comply with this requirement 

	5.20
	4
	Perform testing and present the results for each of the following test levels: Performance Test results, System Test results, Parallel Test results, Regression Test results, Integration Test results. Test results shall be traced to the use case/user story and design documentation being tested.
	Digital Harbor will comply with this requirement 

	5.20
	5
	AHCCCS/Med-QUEST plans to perform UAT on all software releases as part of the contract. The Contractor's approach to establishing testing environments shall not impact the AHCCCS/Med-QUEST ability to conduct continuous UAT in a separate, dedicated environment.
	Digital Harbor will comply with this requirement 

	5.20
	6
	The Contractor shall facilitate UAT as follows:
	

	5.20
	6.1
	Provide test cases and scripts from previous test level.
	Digital Harbor will comply with this requirement 

	5.20
	6.2
	Assist AHCCCS/Med-QUEST in developing UAT test case.
	Digital Harbor will share the QA test cases with AHCCCS as reference

	5.20
	6.3
	Provide a dedicated UAT environment to AHCCCS/Med-QUEST and maintain the environment as needed to support continuous UAT throughout design, configure/build and testing.
	Digital Harbor will comply with this requirement 

	5.20
	6.4
	Refresh data, execute processes, and migrate releases or code fixes as requested or on an agreed-upon schedule.
	Digital Harbor will comply with this requirement 

	5.20
	6.5
	Provide test data.
	Digital Harbor will comply with this requirement 

	5.20
	6.6
	Provide a mechanism for AHCCCS/Med-QUEST to enter defects into the online defect-tracking.
	Digital Harbor will provide access to JIRA tool for defect tracking. 

	5.20
	6.7
	Provide a repository of all test documentation including test scenarios and results.
	Digital Harbor will comply with this requirement 

	5.20
	7
	Provide AHCCCS/Med-QUEST resources or their designee access to test cases, test results and defect tracking via online tools. AHCCCS/Med-QUEST reserves the right to inspect artifacts and results at any time.
	Digital Harbor will comply with this requirement 

	5.20
	8
	AHCCCS/Med-QUEST reserves the right to conduct independent testing of the system at any time. The Contractor shall cooperate with AHCCCS/Med-QUEST or its designee, and provide environments, data, and technical support for independent testing.
	Digital Harbor will comply with this requirement 

	5.20
	9
	Work proactively with AHCCCS/Med-QUEST's designated testing resources to review all test results and provide the necessary system and functional information to create verification procedures and user acceptance test cases.
	Digital Harbor will comply with this requirement 

	5.20
	10
	Coordinate with AHCCCS/Med-QUEST and specific subsystem owners to conduct integration testing.
	Digital Harbor will comply with this requirement 

	5.20
	11
	Develop test criteria and algorithms for expected outcomes prior to production of reports.
	Digital Harbor implementation Process includes a comprehensive System Integration Testing (SIT) test suite, report and a UAT acceptance Criteria

	5.20
	12
	Ensure that the Project Work Plan allocates sufficient time to AHCCCS/Med-QUEST's user acceptance testing activities relative to the detailed scope of work, requirements and gaps, the number of manually executed test cases, and the complexity. of module integration. The Contractor shall be responsible for extended user acceptance testing if the proposed testing duration is not sufficient for AHCCCS/Med-QUEST to validate the module.
	Digital Harbor will comply with this requirement 

	5.21
	0
	Maintenance/Operations: The Contractor shall:
	 

	5.21
	1
	Allow new data items to be automatically included in migration paths during software upgrades.
	 Digital Harbor being a ''innovation'' centric product company, keeps adding meaningful domain and ''product'' capabilities to KYP suite and it allows clients to take benefits of these new innovations. Digital Harbor will discuss the necessary details at the time of upgrade and provide appropriate documentation on what new capabilities can be extended by default with a given upgrade.

	5.21
	2
	Ensure that the use of acronyms and codes are consistent with windows, screens, reports and databases or data dictionary.
	Digital Harbor will comply with this requirement 

	5.21
	3
	Use effective-dated table updates (either future dated or retroactive) with the ability to specify data edits by type of transaction.
	Digital Harbor will comply with this requirement 

	5.21
	4
	Provide read-only access to system job and maintenance schedule, submission, and processing statistics, and system performance tools for designated staff.
	Digital Harbor will comply with this requirement 

	5.21
	5
	Provide the ability to terminate, reverse or back-out a software update in the event it is discovered the update is erroneous or corrupted. Provide the ability to restore the data to the state prior to the update.
	Digital Harbor will comply with this requirement 

	5.21
	6
	Allow authorized users to sequence multiple jobs based on outcome of each successive job.
	KYP enables automated scheduling of jobs both concurrently and sequentally as per specific requirements

	5.21
	7
	Be able to accommodate varying retention periods for data, images, documents, etc.
	KYP Enterprise Contenr Management can be configured to support specific retention policies including automatic migration to long-term archiving

	5.21
	8
	Have the ability to use secure (SSL/SSH) FTP to accommodate file transfers.
	Digital Harbor will comply with this requirement 

	5.21
	9
	Provide a flexible framework to support exporting and importing of data using industry standard file transmission protocols.
	Digital Harbor will comply with this requirement 

	5.21
	10
	Provide automatic program checks for controlling data files, verifying correct processing, and ensuring data integrity. Available program checks include record counts, totals, limit checks.
	Digital Harbor will comply with this requirement 

	5.21
	11
	Provide the ability to import/export data. (e.g. Open Data Base Connectivity [ODBC}-compliant and/or other generally accepted formats.)
	Digital Harbor will comply with this requirement 

	5.21
	12
	Support integration with AHCCCS/Med-QUEST current calendar and e-mail environment.
	KYP integrates with State email and Calendar using Open SMTP and SNMP standards. It also supports enhanced integration with Microsoft Outlook

	5.21
	13
	Support the importing/exporting of data with popular desktop applications (e.g., Microsoft Excel, Microsoft, Word).
	KYP allows upload of files and export of data in Microsoft Word, Excel and PDF formats.

	5.21
	14
	Meet Service Level Agreements per AHCCCS/Med-QUEST requirements.
	Digital Harbor will comply with this requirement 

	5.21
	15
	Track and report on remediation and rebuild to satisfy defects, bugs, and issues identified and resolved, In conjunction with AHCCCS/Med-QUEST. If rework hours appear to jeopardize on-time release delivery, the Contractor shall present a written mitigation plan to the impacted, including the provision of additional resources at no additional cost to AHCCCS/Med-QUEST.
	Digital Harbor will comply with this requirement

	5.21
	16
	Use an automated application and network performance measuring tools for proactive system monitoring, tuning mechanisms, reporting, and trend analysis. Performance monitoring alerts shall be configurable and tuning mechanisms, reporting, and trend analysis. Performance monitoring alerts shall be configurable and allow for user notification using multiple communication methods.
	Digital Harbor will comply with this requirement 

	6
	0
	NOTICES SECTION
	 

	6
	1
	For all notices of breach or HIPAA security incidences, report to: Privacy Officer AHCCCS Office of Adminstrative Legal Services (OALS) 801 E Jefferson Street, MD 6200 Phoenix, AZ 85034 (602) 417-4076 Privacy@azahcccs.gov
	Digital Harbor will comply with this requirement 

	6
	2
	 For all other notices to AHCCCS/Med-Quest, report to: Mike Upchurch, Application Development Manager AHCCCS 801 E Jefferson Street, MD 8700 Phoenix, AZ 85034 (602) 417-4859 Michael.Upchurch@azahcccs.gov
	Digital Harbor will comply with this requirement 

	6
	3
	 For Contractual and or Legal Notices, report to procurement office: Alice McLain, Procurement Manager AHCCCS 701 E. Jefferson Street, MD 5700 Phoenix, AZ 85034 (602) 417-4749 (602) 417-4749 procurement@azahcccs.gov
	Digital Harbor will comply with this requirement 

	7
	0
	PRICING
	

	7
	1
	The Contractor must complete the Price Schedules provided in Attachment B. Offerors shall propose a firm fixed price for each of the fields contained on the pricing schedules. These schedules serve as the representation of Offeror's price. Offeror should include additional information as necessary to explain the Offeror's price.
	Digital Harbor will comply with this requirement 

	8
	0
	INVOICES
	

	8
	1
	The Contractor shall submit a monthly invoice to the address listed below for fees associated with this contract.
	Digital Harbor will comply with this requirement 

	8
	2
	Each invoice shall provide the following information, as applicable:
	Digital Harbor will comply with this requirement 

	8
	2.1
	AHCCCS’ assigned contract number
	Digital Harbor will comply with this requirement 

	8
	2.2
	Description of services performed for each fee
	Digital Harbor will comply with this requirement 

	8
	2.3
	Name of AHCCCS contact person (or program person) for this contract
	Digital Harbor will comply with this requirement 

	8
	2.4
	Date(s) services were performed
	Digital Harbor will comply with this requirement 

	8
	2.5
	Signature and title of authorized representative
	Digital Harbor will comply with this requirement 

	8
	3
	Each invoice shall have adequate supporting documentation attached.
	Digital Harbor will comply with this requirement 

	8
	4
	Unless otherwise described in this contract, all invoices shall be submitted to: AHCCCS Accounts Payable, MD 5400 701 E. Jefferson Street Phoenix, AZ 85034 AHCCCSDBFAdminPayables@azahcccs.gov 
	Digital Harbor will comply with this requirement 
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Digital Harbor Work Plan Approach (Elaboration of each activities)
(addresses 5.18.13)
Digital Harbor will employ its standard implementation methodology to deliver AHCCCS provider screening and enrollment system. This approach involves the following four phases:
Inception Phase: Requirements Analysis and Project Planning
Elaboration Phase: Design/Develop/Configure and Testing
Construction Phase: User Acceptance and Production Move
Transition Phase: Postproduction Training and Support
Requirements Analysis and Project Planning Phase
Activity—Project Preparation

The purpose of this activity is to define and plan the project including preparing an initial project plan and setting up the project controls and communications plans. Digital Harbor will: 
Develop the Project Plan 
Identify critical success factors
Establish communications plans
Perform risk analysis
	Completion Criteria: This activity will be complete when the tasks have been performed and any deliverable material listed below has been delivered to the AHCCCS project manager. 
Deliverable Material(s): Project Plan


Activity—Project Kick-off

The purpose of this activity is to conduct the project kick-off meeting and prepare the core team members by educating them on the project scope and objectives. Digital Harbor will: 
Prepare kick-off presentation material 
Conduct kick-off meeting to discuss project scope and objectives, roles and responsibilities, procedures for inter-team and intra-team communication, escalation procedures, and work schedules
Perform scope validation
	Completion Criteria: This activity will be complete when the tasks have been performed and any deliverable material listed below has been delivered to the AHCCCS project manager. 
Deliverable Material(s): Kick-off presentation


Activity—Requirements Analysis
The purpose of this activity is to conduct onsite and Web meetings with various stakeholders including end users to validate high-level requirements and to generate low-level requirements. Digital Harbor will: 
Gather definitions and templates for forms/letters
Gather detailed business workflows
Gather report definitions
Gather customer-specific business policies/governing business logic
Gather information about all system interfaces and conversion requirements
	Completion Criteria: This activity will be complete when the tasks have been performed and any deliverable material listed below has been delivered to the AHCCCS project manager. 
Deliverable Material(s): System Requirements Documents (SRDs) or System Functional Design (SFD)



Note: In our agile methodology, configuration sprints can begin after 45-60 days of requirements gathering/analysis without this activity being complete. SRD/SFD approvals can occur in parallel to the first 2 configuration sprints. Requirements can be refined during the configuration phase based on Sprint review demos or Provider pilots upon mutual agreement with the customer as long as the requirements are deemed to be within scope or have been approved through a change request process. 
Design & Initial Configuration Phase 

The Design Phase includes a rapid project initiation for a quick and efficient process for locking down detailed project requirements and reducing risk. During the Design Phase, the Digital Harbor project director develops a more detailed PMP to reflect when the designs can be previewed for certain specific requirements. 
The following activities and tasks describe the work to be accomplished during the Design Phase. 
Activity—Data Modeling

The purpose of this activity is to develop the logical and physical data model (the Business Ontology) to support AHCCCS This activity requires input from the AHCCCS on the structure and content of the data sources to be accessed. To facilitate this information interchange, several meetings with AHCCCS systems experts will be required. Digital Harbor will: 
Identify all Application Packages and identify gaps between AHCCCS data collection vs. KYP data model
Identify all data sources and data interfaces including Provider Master File (PMF) to understand and reconcile information semantics
Extend the logical data models within KYP where required to meet the AHCCCS specific requirements

	Completion Criteria: This activity will be complete when the tasks have been performed and any deliverable material listed below has been delivered to the AHCCCS project manager.
Deliverable Materials(s): Data Conversion Document


Activity—Solution Specification
The purpose of this activity is to document the business process, user interfaces, security, permissions, auditing, dashboards, and infrastructure. Digital Harbor will: 
Design Application Forms Structure
Document user security and permission groups
Define Messaging and Correspondence requirements
Define Case Resolutions
Define reporting requirements

	Completion Criteria: This activity will be complete when the tasks have been performed and any deliverable material listed below has been delivered to the AHCCCS project manager.
Deliverable Materials(s): Will be included in System Functional Design (SFD)



Activity—Define System Interfaces
 
The purpose of this activity is to define the requirements for interfacing to the various systems to be accessed from the Digital Harbor solution. This includes intranet and Internet interfaces. Digital Harbor will:
Define authorization access requirements to link to the external interfaces
Work with AHCCCS to define the interface mechanisms and specifications
	Completion Criteria: This activity will be complete when the tasks have been performed and any deliverable material listed below has been delivered to the AHCCCS project manager.
Deliverable Material(s): Will be included in the System Interface Document



Activity—Perform Initial Configuration Sprints/Pilot Workshops

The purpose of this activity is to demonstrate the delivered solution to the AHCCCS user community and to solicit feedback. Digital Harbor works with AHCCCS to incorporate requested user interface changes (within the bounds of the SSD). The results of the prototyping workshops will finalize the delivered solution to the AHCCCS. Digital Harbor will: 
Perform Demos (Training, Configuration, Sprint Prototypes)
Refine Solution by incorporating approved changes based on Feedback
Finalize AHCCCS solution functionality 
	Completion Criteria: This activity will be considered complete when the prototype workshops have been delivered and approved changes incorporated in the code.
Deliverable Material(s): Solution demos where applicable



Develop/Detailed Configuration and Testing Phase 
The major activities in these phases include configuring Enrolment and Monitoring system for AHCCCS, debugging, testing, and installing the solution in our secure data center. Additionally, planning for user acceptance testing (UAT) and a rollout strategy will be developed during this phase. 
Activity—Development: Build and Unit Test Solution
The purpose of this activity is to build the Enrolment and Monitoring system for AHCCCS as defined in the SSD. This activity includes coding the GUI screens and dashboards, configuring workflow states, setting up user permission groups, defining auditing processes, and testing links into the Enrolment and Monitoring system for AHCCCS. Digital Harbor will:
Configure user interfaces 
Configure workflows and permissions
Configure system interfaces 
Unit test the solution 
	Completion Criteria: This activity will be considered complete when the developed solution has passed unit testing. 
Deliverable Material(s): Sprint Reviews


Activity—Develop User Acceptance Test Strategy
The purpose of this activity is to develop the UAT strategy, which describes the approach for the State’s testing of the Digital Harbor solution. Additionally, a preliminary test plan is developed. The State is responsible for creating specific test cases and finalizing the Test Plan. Digital Harbor will: 
Develop the UAT strategy 
Create a preliminary UAT plan
Completion Criteria: This activity will be considered complete when the UAT strategy and preliminary UAT plan have been documented.
Deliverable Material(s): UAT strategy, preliminary UAT plan
User Acceptance and Production Move Phase
Activity—Install and Integration Test the Solution in State-specific Private Virtual Cloud (VPC)
The State environment refers to the external hosted environment dedicated to the State and includes separate development, test, and production virtual environments as per MITA standards. 
The purpose of this activity is to install and test the delivered solution in the development and UAT environments. This activity requires access to all State interfaces. Digital Harbor will: 
Install the solution in the State development environment
Run integration tests to verify data interfaces work and the system functions properly
Completion Criteria: This activity will be considered complete when the server environment has been set up.
Deliverable Material(s): SIT Results (Pass/Fail); UAT Entrance Criteria Met
Activity—Develop and Deliver Education 
The purpose of this activity is to deliver training to State business personnel that use the Digital Harbor solution. Digital Harbor will: 
Create or extend training materials
Conduct training classes
Evaluate education and training effectiveness (as required)
	Completion Criteria: This activity will be considered complete when the training material has been developed and training classes delivered.
Deliverable Material(s): Training Material 


Activity—Support User Acceptance Testing
The purpose of this activity is to support State UAT of the application functions and interfaces. This includes installing the Digital Harbor solution in the UAT environment, researching testing errors, correcting Digital Harbor code to resolve testing errors, and obtaining State UAT acceptance. Digital Harbor will: 
Install solution in the UAT environment
Perform integration test 
Research testing issues
Fix testing errors
Control source code changes
Obtain State sign-off
	Completion Criteria: This activity will be considered complete when the State has signed off on the UAT. (Note: UAT comprises of Digital Harbor and the State. State sign-off is limited to results and functionality impacting workflow steps associated with the State.)
Deliverable Material(s): State UAT Sign-off


Activity—Confirm End of Development, Test, and UAT Phases
The purpose of this activity is to ensure that all project deliverables have been delivered within the scope of the project, obtained commitment from State management for proceeding to production, reviewed State satisfaction with the Digital Harbor project team performance, and closed out the Development, Test, and UAT phases. Digital Harbor will: 
Refine project estimates for production
Update Project Plan
	Completion Criteria: This activity will be considered complete when the Project Plan has been updated.
Deliverable Material(s): Updated Project Plan and State Production Ready Sign-off


Activity—Support Production Deployment of the Solution
The purpose of this activity is to support the State in deploying the Digital Harbor solution into production. Digital Harbor will: 
Monitor and verify production deployment of code
	Completion Criteria: This activity will be considered complete when the state has approved go-live checklist and Production environment is open to Users
Deliverable Material(s): Go-Live


Post-Production Phase
The purpose of the Post-Production Phase is to provide post production and implementation support in compliance with the implementation strategy. 
Activity—Provide Postproduction Support
The purpose of this activity is to provide up to 60 days of postproduction support to the State.
	Completion Criteria: This activity will be considered complete after 60 days of production date. DDI support is transitioned to standard SaaS Operations support after this period
Deliverable Material(s): None


Activity—Confirm End of Post-Production Phase
The purpose of this activity is to confirm by validation that all project DDI deliverables have been delivered within the scope of the project, assess State satisfaction with the Digital Harbor project team performance, and close out the Rollout Phase and the project.
Digital Harbor will:
Review all deliverables with the State
Create and deliver final stakeholder briefing
Initiate the State Satisfaction Survey process
Complete all engagement, project, and status reports
Conduct final project review
Close out DDI project file
	Completion Criteria: This activity will be considered complete when the Digital Harbor project director has validated project deliverable materials have been delivered. If CMS Certification is required, the DDI is extended until Certification has been approved. 
Deliverable Material(s): Post Implementation Report (PIR)
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Project Acronyms

	APD
	Advance Planning Document 

	DH
	Digital Harbor

	EITS
	Enterprise Innovative Technology Services

	EPPMB
	Enterprise Portfolio and Project Management Branch 

	IAPDU
	Implementation Advance Planning Document Update 

	ISO
	Information Security Officer 

	NCB
	None Competitive Bid

	PED
	Provider Enrollment Division 

	PM
	Project Manager

	PMP
	Project Management Plan 

	SPR
	Special Project Report

	SOW
	Statement Of Work
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[bookmark: _Toc203542687][bookmark: _Toc393473859][bookmark: _Toc393611257][bookmark: _Toc393841955][bookmark: _Toc394792145][bookmark: _Toc496889791]Introduction
Project Management Institute (PMI) A Guide to the Project Management Body of Knowledge (PMBOK) defines a project management plan (PMP) as a formal approved document defining how the project will be executed, monitored and controlled
The PMP is a single detailed document, composed of one or more sub-plan documents. These additional planning documents provide guidance and direction for specific management, planning, and control activities such as schedule, cost, risk, staffing, change control, communications, quality, procurement, deployment, etc. Each of the subsidiary planning documents will be detailed to the extent required by the project.
The process of developing a PMP is primarily concerned with the actions necessary to define, integrate, and coordinate all subsidiary planning documents into a single PMP. The PMP is drafted by the Project Manager in collaboration with the project team.
The PMP is the main planning document for a project and describes how major aspects of the project will be managed. The PMP is a living document that should be reviewed quarterly and updated throughout the project life cycle. The project executive stirring committee as defined in the project charter is the responsible body of approving the initial and updates to the Project Management Plan. The PMP and its subsidiary plans will be stored in the customer’s’ SharePoint site (addresses 5.18.17).
[bookmark: _Toc454872504][bookmark: _Toc454879412][bookmark: _Toc454883445][bookmark: _Toc454890878][bookmark: _Toc454872505][bookmark: _Toc454879413][bookmark: _Toc454883446][bookmark: _Toc454890879][bookmark: _Toc203542693][bookmark: _Toc496889792][bookmark: _Toc25747728]Project Objective
[bookmark: _Toc203542690][bookmark: _Toc203542691]The KYP project objective is to deploy enterprise-wide provider enrollment portal and associate business process workflows to automate the provider management activities for the KYP customer.  The solution facilitates the customer’s compliance with provider integrity mandates under the Patent Protection and Affordable Care Act includes 42 CFR 455.410, 455.414, and 455.436.  This project lays the groundwork unto which other departmental enrollment processes will be developed and aligns with the MITA maturity continuum, which elevates DHC to a Level 3 for Provider Management when fully deployed.  

[bookmark: _Toc496889793]Project Scope
The scope of the KYP project is defined in the None Competitive Bid (NCB) and the Statement of Work (SOW) signed on date between the KYP customer and Digital Harbor (DH). Changes and or clarifications to the scope of the project will have to go through the Change Control Management Process (CCMP) and approved by the Executive Steering Committee as defined in the project Charter. The project executive sponsor has the final approval authority of scope changes.
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Project Organizational Chart
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[bookmark: _Toc496889795]Project Management Methodology
Agile project management is a method of project management that focuses on iterative and incremental delivery of the product, adding business value and continuous improvement of the project products and processes, scope flexibility, team input, and delivering well-tested products that reflect the customer needs.  For a more in-depth understanding of the Agile Methodology, the document is located in section 11 Appendix SI No 1. 
[bookmark: _Toc496889796][bookmark: _Toc25747729]Project Sub-plans
The Project Management Plan includes a number of sub-plans that support the overall management of the project. These involve planning, organizing, staffing, directing, and controlling project activities. The DH PM will be responsible for producing the Project Plan and will work with the KYP customer PM to plan and direct the activities of the team and will track and report project status, issues, and risks. The PMs work hand-in-hand with the project team to ensure a successful project Implementation. The PMs will also communicate appropriate information with senior management and other stakeholders. The PMs are key members in resolving or escalating problems that require action and/or coordination with other entities.  The Project Director function approves and accepts work products from the project team.
The Project Management Sub-plans are listed below and described in greater details in their section of in a separate document which will be located in the appendix: 
6.1	Change Management Plan
6.2 Schedule Management Plan
6.3 Requirements Management Plan
6.4	Scope Management Plan
6.5 Risk and Issues Management Plan
6.6 Defect Management Plan
6.7 Communication Management Plan
6.8	Organizational Change Management Plan
6.9 Test Plan
6.10 Quality Management Plan

[bookmark: _Toc496889797]Change Management Plan
Changes are an expected factor in any software development project. The intent of the Change Management plan is to ensure that standardized methods and procedures are to be used for efficient and prompt handling of all project changes. A formal, repeatable process minimizes the risk when introducing change. The KYP Change Control Management Process (CCMP) defines the activities, roles, and responsibilities necessary to effectively and efficiently manage and coordinate changes to project items such as scope, schedule, and cost baselines. 

[bookmark: _Toc496889798]Schedule Management Plan
AHCCCS Project Management and the DH Project Management are responsible for the development and maintenance of the project schedule and for all tasks associated with the project and to ensure all DH, MMIS and the KYP customer related tasks are accounted for. Schedule risks and issues will be tracked in the Weekly Status call.  Weekly updates will be made to the schedule as needed. The project schedule will contain the following elements:
· Percent complete for all tasks 
· Milestones and Deliverables 
· Tasks and Sub-Tasks, Including Dependencies and “Critical Path” 
· Resources per Task
· Planned Start/Finish Dates
· Actual Start/Finish Dates
· All Release and Estimated Patch Dates
Microsoft Project software will be utilized as the primary scheduling tool to integrate, monitor, manage and control the overall project schedule.  Any changes to the baselined schedule affecting the end date of the project must follow a formal change control process and be approved by the project sponsor and DH executive.  
Once the project contract is executed, the KYP customer and the DH PM will baseline the project schedule to accurately reflect the project start and end dates. If tasks begin to go beyond the approved baselined dates, the PMs must monitor the time frames to determine if or when a formal CR must be submitted to the project sponsor for approval to re-align the project dates.
DH and customer teams will use the standard MS Project functionality. 0, 25, 50, 75, and 100% to track percentage complete on project tasks.  Critical path will be defined and communicated using MS Project tracking Gantt facilities.  PM's will meet weekly to review and revise the project schedule as it is a living and breathing document.
[bookmark: _Toc496889799]Requirements Management Plan
Requirements are rarely static. Although it is desirable to freeze a set of requirements permanently, it is rarely possible. The project requirements will be captured in the System Functional Design (SFD) template. In the event that the customer recognizes that some application changes will be needed, the impact of proposed new requirements must be evaluated to ensure that the initial intent of the requirements baseline is maintained or that changes to the intent are understood and accepted by all parties affected. Any changes to the baseline requirements must be approved by AHCCCS and DH in advance before DH begins configuration and implementing the change. All changes must follow the change management plan and CR process.
There will be traceability of the KYP Application Requirements to the SIT testing results, UAT test cases, and release notes to ensure there is full traceability to confirm full implementation of the project scope.
[bookmark: _Toc496889800]Scope Management Plan
The Scope Management Plan intent is to ensure that if there is a need for a scope change that a standardized methods and procedures are to be followed for efficient and prompt handling of the scope change requested. A Change to the project scope will be escalated and reviewed for approval by the Change Control Board as stated in the Change Management Plan.  
[bookmark: _Toc496889801]Risks and Issues Management Plan
Risk and Issue Management Plan describes the processes and procedures used to identify, analyze, manage, and mitigate risks and address issues throughout the project life cycle. Risks and issues will be assessed, tracked, and reported in the KYP Customer project SharePoint site (addresses 5.18.17). The PMs will meet weekly with the directors to review and update the risks and issues log.
[bookmark: _Toc496889802]Defect Management Plan
The Defect Management Plan intent is to ensure that defects identified during the project execution are managed in a formal defined process that is documented followed for efficient and prompt handling. The Defect Management Plan describes in detail of what tools and processes to be followed and who manages the defects and the frequency of reporting on the status of the defects. The defect Management Plan is located in section 11 Appendix SI No. 5.  
[bookmark: _Toc454879463][bookmark: _Toc454883496][bookmark: _Toc454890929][bookmark: _Toc454879464][bookmark: _Toc454883497][bookmark: _Toc454890930][bookmark: _Toc496889803]Communication Management Plan 
Communication plays a critical role in overall project management. The project establishes various forms of verbal and written communication. These processes ensure stakeholders, sponsors, executive management, team members, external agencies, and vendors involved in the project maintain a clear understanding of the project scope. It identifies general communication roles and responsibilities for the project team, routine communications to include type of communication (report or status meetings), frequency, audience, content and media, and key points of contact for ad-hoc communications. Communication is a key part of the cost management process and occurs at every step of the process among the project team, project stakeholders and consultant team.  Communication Management is used to describe how the project obtains and distributes information. It provides a framework for the exchange of both internal and external project information.  The Communication Management Plan is located in section 11 Appendix SI No. 4.
[bookmark: _Toc496889804][bookmark: _Toc25747737]Organizational Change Management Plan
Organizational Change Management (OCM) is the process in which an organization changes its structure and operational methods when adapting to new technologies introduced into the organization.   The OCM is used to help the KYP customer managers’ transition from a paper based manual process to a fully automated online Provider Enrollment IT system. The project schedule will include the OCM activities including Training, Operational Readiness Testing, updating User Manuals, etc.
[bookmark: _Toc496889805]Test Plan
The purpose of the Test Plan is to provide assurance that the processes by which the project’s products and processes adhere to specified requirements and established plans throughout the project life cycle. The Test Plan includes elements describing the tools and techniques used, project team roles and responsibilities, processes involved, standards, guidelines, and tracking and review process.  The Test Plan is located in section 11 Appendix SI No. 3.
[bookmark: _Toc496889806]Quality Management Plan 
Quality management plan (QM) consists of the processes by which the project’s products and processes must adhere to specified requirements and established plans throughout the project life cycle. The QM is used to define, measure, and improve the quality of the project’s processes and products in order to fulfill the success criteria.  QM includes elements describing the tools and techniques used, project team roles and responsibilities, processes involved, standards, guidelines, and tracking and review process. The Quality Management Plan is located on the KYP Customer’s SharePoint site.
[bookmark: _Toc496889807]Project Execution
The AHCCCS PM and DH PM are responsible for monitoring the execution of the plan, and to use status meetings, reports, and project metrics to ensure proper execution of the project management plan. Typically, the various meetings and reports are described in the Project Communication Plan.  
[bookmark: _Toc496889808][bookmark: _Toc25747741]Project Control
The Change Control methodology establishes change control procedures for all items that can affect the scope, schedule and/or cost on the project.  Project Control helps recognize factors that could affect the project scope, schedule, and/or cost and manage those factors for the benefit of the project. Changes will be identified and tracked by using the change control tracking log.
[bookmark: _Toc496889809][bookmark: _Toc250452139][bookmark: _Toc25747745]Risk and Issue Monitoring
The KYP PMs will monitor project risks and issues on a weekly basis throughout the life of the project.  All risks/issues will be recorded, tracked, and monitored in accordance with the risk and issue management sub plan.   
[bookmark: _Toc496889810]Performance Reporting
The KYP PMs will report project performance and status updates during the weekly team meetings using the agreed upon reporting format found in the communication management sub plan.    
[bookmark: _Toc496889811]Quality Assurance
The KYP PMs will monitor and record results of executing the quality activities of the project to assess performance and recommend necessary changes in accordance with the Test Plan for the project. 
[bookmark: _Toc496889812]Training Plan
The Training Plan will describe the training approach for the project and will include:  Customer Training, Provider Training, UAT Training, Training Materials and Training Methods.
[bookmark: _Toc496889813]Release Approval
Approval to move forward with the production implementation of a release will be provided by the Project Director and the customer’s Project Manager upon the successful completion of UAT.
[bookmark: _Toc450859099][bookmark: _Toc450859128][bookmark: _Toc496889814]Implementation 
The KYP PMs plan the implementation strategy with the project team to meet the scheduled completion dates, milestones, and agreed deliverables. The project team expects to implement the project in an organized and efficient manner that is planned and rehearsed to ensure success.  
[bookmark: _Toc496889815]Project Close 
Project closure is the process of finalizing all activities across the project. The benefit of this process is what constitutes the formal ending of the project work and releasing organizational assets back to the customer.  Close-out activities include review of all goals and objectives, closure of issues and risks, lessons learned, and review of documentation and files for archival or destruction.
The project will not be closed out until the Program Sponsor accepts the KYP IT system.  
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[bookmark: _Toc384846213][bookmark: _Toc384844707]Compliance with Seven CMS Standards and Conditions for Enhanced Funding
Our proposed solution not only meets the Seven CMS Standards and Conditions but, in some instances, exceeds them by providing specific and enhanced support versus abstract support to serve the intent of these requirements. Our solution has already enabled our state customers to receive enhanced FFP match of 90 percent including for both small states (New Hampshire) and large states (California). 
Modularity Standard: Our proposed solution fully complies with this condition. Specifically, our solution exceeds the conditions with the following characteristics:
Our application is composed of discrete application modules and our platform comprises enterprise frameworks
Our platform uses service-oriented architecture (SOA) to communicate internally with core frameworks as well as interface with existing systems 
Our platform uses model driven architecture (MDA) to define business logic
Our platform contains a business rules engine
Our application is fully configurable and our deployment architecture is highly flexible, and supports both horizontal and vertical scalability
Our platform has well-defined API published though a developer SDK
Our development, configuration, and implementations are based on a well-defined system development lifecycle (SDLC) based on CMM-3
MITA Condition: Our solution fully complies with this condition. Specifically our solution meets the following characteristics:
Our implementations publish well-defined and measurable goals and objectives
Our implementations publish a Concept of Operations (CONOPS) as part of the solution overview and training manuals (See sample CONOPS in proprietary submission)
Our tools document business workflows in Business Process Markup Notation (BPMN)
Industry Standards Condition: Our solution is best suited to meet and exceed compliance with this condition. Specifically our solution features the following characteristics:
It uses over 22 technology standards, including standards for workflow, business rules, document management, access, integration, and security
It uses SDLC standards 
It uses access standards such as 508 (c) compliance
Leverage Condition: Our solution meets this condition based on the following:
Our solution is employed in multiple states and lessons learned as well as technology improvements and capabilities are made available as part of maintenance releases
Our solution includes best-of-breed open-source product components where applicable
Our solution minimizes customization especially code-driven customization
Business Results Condition: We are best qualified to meet and exceed this condition based on the following:
Our business offers the highest level of automation (more than 70%) for the processes applicable in the State’s RFP including self-service enrollment, validation, screening, monitoring, and program integrity reviews
Our solution offers a significant enhancement to current customer (provider) and partner (other program integrity agencies) experiences by enabling more real-time and information- driven collaboration between all stakeholders
Our solution delivers both business and IT key performance indicators (KPIs)
Reporting Condition: Our solution easily meets this condition based on the following:	
Our solution includes electronic reporting associated with measuring efficiency and effectiveness of managed processes 
Our solution includes strategic awareness through command and control dashboards to facilitate oversight, administration, and transparency
Our solution provides auditability for both processes and data
Interoperability Condition: Our solution easily exceeds this condition based on the following:
Our solution provides well-defined interfaces for exchanging information and actions
Our solution provides a well-defined data sharing architecture and out-of-the-box support for specific data sharing mechanisms required in provider management and program integrity
Our solution enables digital interactions with other entities
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Compliance with MITA Provider Management Requirements

MITA Provider Management Checklist
	Business Objectives

	Reference #
	Business Objectives
	Comments

	PR1
	Enroll and maintain adequate provider network for the Medicaid Beneficiary population.
	KYP makes it easier for providers to enroll in the program.

	PR2
	Ensure quality of provider network and accuracy of payment arrangement.
	KYP includes the capability for EFT verifications. However, this requirement is not identified in the RFP and, therefore, it is not included in the current scope and pricing. 

	PR3





	Maintain provider information.




	KYP offers a comprehensive data model to capture and maintain provider information to support not just payments but also program integrity, care 
management, and compliance.

	PR4
	Comply with Health Insurance Portability and Accountability Act (HIPAA) requirements.
	KYP complies with all HIPAA requirements including those related to secure storage and transmission of protected health information (PHI) and personally identifiable information (PII).


	
PR1 – Enroll and Maintain Adequate Provider Network

	Reference  #
	System Review Criteria
	Source
	Yes
	No
	Comments

	PR1.5
	Flags and routes for action if multiple internal State assigned provider numbers are assigned to a single provider.
	IBP
	
	
	KYP employs a de-duplication feature for both applications (to flag if the application has been submitted twice) and accounts. 

	PR1.6
	Supports communications to and from providers and tracks and monitors
responses to the communications.
	IBP
	
	
	KYP employs a communications framework that tracks all requests and responses associated with the case either at the application, account, or provider level.

	PR1.7
	Supports a provider appeals process in compliance with Federal guidelines contained in 42 CFR 431.105.
	CFR
	
	
	KYP supports a configurable appeals workflow in compliance with the federal guidelines contained in 42 CFR 431.105.

	PR1.8
	Maintains date-specific provider enrollment and demographic data.
	SMM
	
	
	KYP uses built-in versioning for all key fields and stores historical entries for these fields such as addresses, licenses, etc. 

	PR1.9
	Generates information requests, correspondence, or notifications based on the status of the application for enrollment.
	IBP
	
	
	KYP uses configurable “case ticklers” that generate notifications based on timeliness or other business logic. Notifications include requests and correspondence.

	PR1.10
	Tracks the sending of State furnished information to enrolled providers.
	IBP
	
	
	KYP tracks all communications including memos and provider outreach letters.

	PR1.11
	Produces responses to requests/inquiries on the adequacy of the Medicaid provider network based on provider/Beneficiary ratios by geographic region, provider type, etc.
	IBP
	
	
	KYP provides dashboards, heat maps, and reports focused on determining network adequacy.

	PR1.12
	Uses consistent provider naming conventions to differentiate between first names, last names, and business or corporate names and to allow flexible searches based on the provider name.
	IBP
	
	
	KYP stores advanced semantics for key fields such as names, addresses, etc. Names are stored both as first, last, and middle for individuals as well as full names for both individuals and businesses. Name searches include wildcard searches as well as semantic searches based on fuzzy matching algorithms

	PR1SS.1
	Enter State-specific Criteria for this business objective here. Example: Identifies and flags out-of-state providers.
	TBD
	
	
	KYP is configurable. However, no such criteria has been outlined in the RFP and, therefore, it is not included in the current scope and pricing.



	PR1 – Enroll and Maintain Adequate Provider Network

	Reference #
	System Review Criteria
	Source
	Yes
	No
	Comments

	PR1.1
	Provides secure access to the applications.
	IBP
	
	
	KYP enables role-based security to access and update provider application data.

	PR1.2
	Routes provider applications, and collects and processes provider enrollment and status information.
	IBP
	
	
	KYP provides a workflow engine to execute all configured enrollment workflows. The workflow engine allows for routing, assignment, and tracking of applications across statuses through the application processing cycle. 

	PR1.3
	Produces notices to applicants of pending status, approval, or rejection of their applications.
	IBP
	
	
	KYP generates electronic pending, approval, and reject notices as well as hard copy letters.

	PR1.4
	Assigns and maintains provider numbers for all providers if the system is not natively NPI-compliant internally. Maps NPI identifiers to internal assigned numbers. Assigns and maintains provider numbers for providers not eligible for an NPI number.
	SMM
	
	
	KYP is fully NPI compliant. It provides concurrent support for both state-specific provider numbers and NPI (including an atypical NPI) for each account. It also links multiple accounts related to the same logical provider. 









	PR2 – Ensure Quality of Provider Network and Accuracy of Rates

	Reference  #
	System Review Criteria
	Source
	Yes
	No
	Comments

	PR2.1
	Tracks and supports the screening of applications (and ongoing provider updates) for (National Provider Identifier (NPIs), State licenses, Specialty Board certification as appropriate, review team visits when necessary, and any other State and/or Federal Requirement.
	SMM
	
	
	KYP screens provider applications for NPI, licensures, and specialty board certifications amongst other things. It also provides enhanced screening in compliance with federal ACA requirements.

	PR2.2
	Tracks and supports any established provider review schedule to ensure providers continue to meet program eligibility requirements.
	SMM
	
	
	KYP supports revalidation based on applicable federal and state policies. It also provides monthly monitoring to ensure providers are compliant with minimum eligibility requirements.

	PR2.3
	Verifies provider eligibility in support of other system processes, i.e., payment of claims.
	SMM
	
	
	KYP includes application validation as well as eligibility determination. It also captures EFT/ACH information to support payments.

	PR2.4
	Captures Clinical Laboratory Improvement Amendments (CLIA) certification information and the specific procedures each laboratory is authorized to cover. Links the information for use in claims adjudication.
	SMM
	
	
	KYP not only captures CLIA for applicable providers, it also independently verifies CLIA to ensure the validity of the information. 

	PR2.5
	Cross-references license and sanction information with other State or Federal agencies.
	IBP
	
	
	KYP provides the most comprehensive license and sanctions data across all federal agencies, State IGs, and license boards nationally.

	PR2.6
	Generates notices to providers of expiring Medicaid agreements and/or State licenses.
	IBP
	
	
	KYP provides the capability to generate notices for expired licenses. More importantly, notices are generated using current license information received directly from the boards.





	PR2 – Ensure Quality of Provider Network and Accuracy of Rates

	Reference#
	System Review Criteria
	Source
	Yes
	No
	Comments

	PR2.7
	Maintains multiple provider specific reimbursement rates with begin and end dates, consistent with State policy. Examples include: per diems, level-of-care per diems, case mix, percentage-of-charge rates, rates based on level of care, preferred provider agreements, managed care agreements, volume purchase contracts, or other cost-containment initiatives with begin and end effective dates.
	SMM
	
	
	Configuration of this capability is beyond the existing scope of work listed in the RFP. 

	R2SS.1
	Enter State-specific criteria for this business objective here.
Example: Identifies providers whose licenses, certifications, and permits are set to expire ninety (90) days prior to the end date of the current certification, licensing, or permit period.
	TBD
	
	
	KYP can be configured to include such criteria. However, no criteria have been specified in the RFP.




	

PR3 – Maintain Provider Information

	Reference #
	System Review Criteria
	Source
	Yes
	No
	Comments

	PR3.1
	Accepts, validates, and processes transactions or user entries to update and maintain provider information.
	SMM
	
	
	KYP provides full support for submitting and processing enrollment updates, including disenrollment. 


	
PR3 – Maintain Provider Information

	Reference #
	System Review Criteria
	Source
	Yes
	No
	Comments

	PR3.2
	Provides user access to provider data and allows extraction of information. The extracts or reports could include such items as:
The current status of providers’ records.
An alphabetical provider listing
A numeric provider listing
A provider rate table listing
An annual re-certification notice
A provider “group affiliation” listing
A provider specialty listing
A provider listing by category of service
	IBP

	
	
	KYP includes a reporting framework with several of these reports offered as standard, out-of-the-box reports. Rate table listing is outside of the existing scope. 

	PR3.3
	Tracks and controls the process of reconciliation of errors in transactions that are intended to update provider information.
	SMM
	
	
	KYP enables transaction level audit capabilities to support reconciliation based on errors related to synchronization across systems.

	PR3.4
	Maintains current and historical multiple address capabilities for providers.
	SMM
	
	
	KYP captures one to many relationships between addresses as well as keeps historical addresses as part of the provider history.

	PR3.5
	Maintains an audit trail of all updates to the provider data, for a time period specified by the State.
	SMM
	
	
	KYP includes separate audit tables that capture all changes in provider data to enable comprehensive change tracking and reporting. 

	PR3.6
	Maintains providers’ Drug Enforcement Administration (DEA) numbers.
	SMM
	
	
	KYP not only captures DEA information but also verifies the information using authoritative data from NTIS.

	PR3.7
	Updates and maintains financial data including current and prior year 1099 reported amounts.
	SMM
	
	
	Configuration of this capability is beyond the existing scope of work listed in the RFP. 



	PR3 – Maintain Provider Information

	Reference #
	System Review Criteria
	Source
	Yes
	No
	Comments

	PR3.8
	Maintains links from providers to other entities, such as Groups, Managed Care Organizations (MCO), Chains, Networks, Ownerships, and Partnerships.
	SMM
	
	
	KYP offers the most comprehensive and innovative model in the industry to capture affiliations including individual to group, institutional relationships, owners, officers and directors, and subcontracting relationships. It also stores advanced relationships, such as hospital privileges and long-term care affiliations, for individual practitioners. 

	PR3.9
	Provides capability to do mass updates to provider information, based on flexible selection criteria.
	SMM
	
	
	KYP provides a search and update-based mechanism for certain types of updates such as deactivations. It also exposes an open data model to allow transactional processes to make more complex updates. 

	PR3.10
	Maintains indicators to identify providers that are Fee-for-Service (FFS), Managed Care Organization (MCO) network only, and other State healthcare program
participants.
	SMM
	
	
	The KYP data model allows providers to be enrolled under multiple plans/networks including FFS, MCO, and other health plans at the same time.

	PR3.11
	Maintains a flag for providers who are eligible to use Electronic Funds Transfer (EFT) and Electronic Claims Submission.
	SMM
	
	
	KYP stores an EFT flag as well as EFT-related banking information. It also includes a flag for providers submitting electronic claims.

	PR3SS.1
	Enter State-specific criteria for this business objective here.
Example: Maintains the flexibility for date- sensitive demographic information including:
Provider type and specialty(ies) and taxonomy codes
Multiple provider types
Multiple provider specialties
Multiple provider office locations on a single provider record
	TBD
	
	
	


	PR4 – Comply with HIPAA Requirements

	Reference  #
	System Review Criteria
	Source
	Yes
	No
	Comments

	PR4.1
	Requires (when appropriate), captures, and maintains the 10-digit National Provider Identifier.
	HIPAA
	
	
	KYP enforces mandatory capture of the 10-digit NPI for all provider types except those classified as atypical providers by CMS or State-specific policies.

	PR4.2
	Accepts the National Provider Identifier in all standard electronic transactions mandated under HIPAA.
	HIPAA
	
	
	KYP accepts NPI in all enrollment-related transactions. 

	PR4.3
	Interfaces with the National Plan and Provider Enumerator System (NPPES) to verify the National Provider Identifier of provider applicants once the Enumerator database is available.
	HIPAA
	
	
	KYP interfaces with NPPES to verify the NPI within the portal as well as during screening and monitoring. KYP verifies the NPI, active status, and NPI type and ensures that the NPI belongs to the correct provider.

	PR4.4
	Does not allow atypical providers to be assigned numbers that duplicate any Number assigned by the NPPES.
	HIPAA
	
	
	KYP assigns alphanumerics or numbers starting with 0 as atypical NPI to avoid any duplicates with NPPES.

	PR4.5
	Provides ability to link and de-link to other Medicaid provider IDs for the same provider, for example, numbers used before the NPI was established, erroneously issued prior numbers, multiple NPIs for different subparts, etc. Captures/crosswalks subpart NPIs used by Medicare (but not Medicaid) to facilitate COB claims processing.
	HIPAA
	
	
	KYP allows for multiple accounts to be linked together across identifiers (multiple provider numbers, legacy numbers, etc.). 
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MITA Compliant - Security Framework and Architecture details

[bookmark: _Toc384846208][bookmark: _Toc384844702]MITA-Compliant Security Framework
As stated, the KYP application suite is developed using our ECAM platform, which provides multi-tiered security as part of its common metadata repository. By providing a unified platform, we eliminate the traditional security gaps associated with building end-to-end applications. Security defined for data, processes, and application functionality are all seamlessly synchronized and managed and leverages existing security such as PKIs, database security, and other standards-compliant, custom security frameworks. Our deployments have received both DCID PL2/3 certification in the defense intelligence community and FISMA certification in the federal government. Our platform security features include:
[bookmark: _Toc69109800][bookmark: _Toc319276032][bookmark: _Toc69109801][bookmark: _Toc319276033]Authentication: Authentication control requires that users first log in to access any application. A user must have a valid, system-assigned username/password. Users are authenticated by the security service either by a password or by an X.509 certificate. Password management services are provided for password expiration, lockout on repeated failure, and similar functions. The platform supports session timeouts that force users to log in after a period of inactivity. Our platform enables JAAS-based plug-ins to the application server that enable it to leverage integration with enterprise security services, such as enterprise LDAPs and SAML-based single sign-ons.
Authorization: Authorization is specified by role-based permissions, as illustrated in Figure 3-29. Each user is assigned to one or more roles/groups. Each role can be assigned permissions relative to a secured object. Secured objects include files, folders, data sources, business objects, and activities. Permissions vary based on objects, but common permissions are read, written, and executed. Our platform supports role hierarchy that enables super users and managers to acquire context-dependent extended privileges.
[image: ]
Figure 3-29: Security Profiles
KYP leverages existing security profiles to assign user access.
Our platform offers unique support for advanced authorization control. This includes controlling authorization at individual field levels as well as individual instance levels (row level security). Our application level security features can mask information (such as displaying only the last four digits of an SSN to non-authorized users) or hide information or exclude action not only based on role but on workflow state (for example, not allowing overpayment determination before quality review) as well. Our audit template further extends this security to an “audit team” concept where individuals can be added or removed on specific audits, which gives them case-specific authorizations. 
[bookmark: _Toc69109803][bookmark: _Toc319276034]Encryption: Our platform supports encrypted communications between a user’s desktop (Web 2.0 interface) and the application servers deployed behind the firewall. It also supports encrypted communication between the application server and database and document management servers if deployed in a 3-zone configuration. Our solution also supports “data at rest” security by encrypting certain sensitive fields (PII such as SSN, ACH numbers) in the database. Although our platform provides robust security at the application tier, it can also leverage exiting enterprise database controls (especially for accessing external databases) by passing credentials (tokens) to closed-door source databases. 
[bookmark: _Toc69109805][bookmark: _Toc319276035]Audit Logging: Our platform provides precise logging at all levels. Individual user logs can be enabled that track all user actions including what and when, last viewed, or updated. Platform and database level logging supports tracking operations such as login, logout, queries, and updates. We also enable configurable application level audit tables that capture business-level case journaling and create and update operations on monitored entities). 
[bookmark: _Toc384846209][bookmark: _Toc384844703]MITA - Compliant System Architecture
Our KYP solution is deployed on the AWS FEDRAMP Cloud in multiple data centers in the US with Oregon as the Primary availability zone. The solution for each state will be deployed in its own Private VPC (virtual private cloud) and each VPC has significant security layers (multi-dmz) as well as redundancy built into the solution (including across-sites).  In figure 3-30, we briefly illustrate conceptual systems architecture to provide the State with an understanding of a secure multi-tier architecture for the KYP SaaS deployment. This component comprises three business logic servers—portal, enrollment, and screening—that share a common database and a common content repository. Depending on performance and availability requirements, there may be multiple virtual servers with load balancing. The systems will also share common services such as LDAP, print, mail, fax, and scanning. 
[image: ]
Figure 3-30: KYP Conceptual Systems Architecture
The systems share common services such as LDAP, print, mail, fax, and scanning.
Compliance with Federal Statues
In addition to complying with various Industry best-practices described throughout our proposal, our KYP based solution also addresses both (a) Enhanced APD Conditions; and (b) MITA 3.0 Provider Management (PR) requirements that the applicable to the Provider Services Module. 
KYP also addresses MITA 3.0 business compliance by meeting the requirements listed under the MITA Provider Management (PR) checklist.
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Additional Details on our Software Development Plan
[image: ]Technical Considerations
Digital Harbor is responsible for turn-key deployment, including hardware, software, networking, and technical operations for the Provider Screening and Enrollment for AHCCCS project. Since our solution is based on an existing COTS system as well as existing operational facilities (data centers and networks), the majority of the special technical considerations on the project relate to interoperability with AHCCCS systems as well as AHCCCS-specific policies. We have identified the following areas of considerations:
Data migration
Workflow
Legacy MMIS data and process integration
Provider access
AHCCCS-specific screening databases
Future MMIS integration
Security
We address these considerations and our plan to address them in the following subsections.
Data Migration Considerations
Provider enrollment and account data are essential to a successful implementation. As such, the following considerations are imperative to the overall success of the project:
Data mappings are clear and data definitions are clearly understood
Data capture can be traced to existing processes in order to understand the confidence behind the data
Data interactions that include components and processes that use our outbound provider maser file (PMF) and what they are used for are fully understood 
Frequency of batch and real-time exchange requirements for both incoming and outgoing data
Data formats and secure exchange protocols
While these considerations are common to most enterprise information system projects, there are other considerations that are unique to screening and enrollment systems. Since screening requires a match against external databases based on analytical algorithms and processes, the “semantics” of metadata (field/attribute names) as well as the actual content associated with each record need to be considered. A significant part of our development efforts in deploying an automated system includes an analysis of the data and subsequent tuning of matching, linking, and scoring engines. Examples of our analysis include: 
Record coverage (how often certain key attributes are filled for providers)
Fill rates for individual provider fields
Format consistency and standardization of identifying fields, i.e., names, NPIs, licenses
Accuracy of identifying fields as obtained from statistical sample matching against authoritative sources
Quality and coverage of managers, owners, and controlling agents
Quality and coverage of provider affiliations
Historical patterns from the full legacy file, which includes understanding provider “churn,” demographic velocity of new providers, and patterns of changes including ownerships, service this capability addresses, etc. 
Figure 3-12 shows the steps we will use to convert and migrate legacy data to the proposed system to ensure that the data we begin with is valid and matches the current MMIS data files.
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[bookmark: _Ref360432082][bookmark: _Toc364260478][bookmark: _PRIVIA_COMMENT_71B0996A_7A6B_45F6_B1F6_]Figure 3-12: Steps in the Data Conversion Process
Our conversion methodology follows a sequence of defined steps to successfully convert legacy provider enrollment data to the Digital Harbor solution.
Workflow Considerations
A key differentiator of our proposed solution is an integrated set of workflows between providers, our operational staff including the mailroom; enrollment, screening and monitoring analysts; site auditors; and the AHCCCS administration. During the requirements stage, we consider the following:
Whether AHCCCS agrees to use our digital workflow interfaces or requires spreadsheets and copies of provider agreements as the primary information exchange mechanism. If not, we need to configure specific export methods.
Whether AHCCCS uses communication methods, including denial letters, within KYP to initiate and manage communication with providers. If not, we need to receive copies and synchronize case resolutions.
Whether AHCCCS uses KYP for receiving and managing appeals; we will configure AHCCCS specific processes and policies. If not, we need to synchronize the case files.
Whether AHCCCS uses KYP processes to deactivate/terminate providers. If not, we need to plan for MMIS reconciliation.
Legacy MMIS Integration Considerations
As required, KYP will serve as an MMIS subsystem. We determine which, if any, provider management functions remain the purview of the MMIS during the Requirements Phase. By proposing an integrated workflow and offering full provider maintenance and communications functionality, it is our intent to encapsulate all MITA-compliant provider management functions within KYP that follow:
Provider Information Management
Enroll provider
Disenroll provider
Inquire provider management
Manage provider information
Terminate provider
Provider Support
Manage provider communication
Manage provider grievance and appeal
Manage provider outreach
Assuming that the majority of provider management functions are encapsulated within KYP, we will interact with other MMIS processes using interactions and interfaces defined in the MITA framework (addresses 5.1.23) We focus on the following interactions at a high level:
Sample Incoming Interfaces (from MMIS):
Monthly PMF from the MMIS: Our implementation approach enables the State to achieve ACA compliance earlier in the process by delivering monitoring and screening earlier in the process. An early implementation will require the State to deliver a “full” provider file of all active providers, associated managers, and owners prior to the implementation of the provider portal. Once the portal is in production, the monthly file will no longer be required unless provider data, such as deactivations, suspensions, or terminations, is updated directly in the MMIS.

[image: ]Daily/Weekly Provider-related Claims Rejections Update to KYP: Claims that are rejected based on provider eligibility such as ordering, rendering, and prescribing (ORP) not being enrolled, provider status deactivated, or provider license expired are provided to KYP. The system can then send automated enrollment, reactivation, or revalidation notices to providers. 
Monthly Provider Demographic Updates to KYP Assuming that Claims Editing Checks Address/Phone on claims: If the demographic data on a claim is different from the PMF, KYP can trigger account maintenance notices to the provider. 
Monthly Provider Activity Updates (rendering to billing provider): If the claims activity indicates service provider to billing provider affiliation has not been approved in the PMF, KYP may trigger account maintenance including inactivation or affiliations updates. 
Quarterly/Annual Utilization Updates: This enables enrollment analysts and site visitors to check if historical use aligns with the addition of new accounts or an update of existing accounts. It can also enable KYP to generate tax filings in the future (if desired by AHCCCS), in accordance with the provider management function under MITA.
Sample Outgoing Interfaces (to MMIS)
Daily PMF update to MMIS: KYP provides either an updated PMF or a delta update file on a daily basis. This includes new activations, deactivations, disenrollment, and account maintenance updates. The PMF includes provider this capability addresses, license expirations, individual to group affiliations, and EFT data to support claims payment
Screening Reports and/or Contract Reports: KYP can offer electronic screening summary reports (imaging files) and/or extended data or contract reports to the MMIS depending on the capacity of the system to store them as well as the need for AHCCCS to access them within MMIS
KYP has established electronic data interchange (EDI) specifications to support these interactions. During the Design Phase, our team works with the Arizona MMIS team to determine the best mechanisms to adapt our specifications to the available MMIS data and interfaces and to minimize modifications to the legacy systems. Digital Harbor will derive the mutually agreeable file formats for data exchange with the MMIS and other AHCCCS partners as a result of these discussions.
It is important to note that the Digital Harbor team offers extensive experience with data and process integration with Medicaid MMIS solutions. Digital Harbor receives over 300 million claims annually from multiple states—a majority of them mainframe based—to support our predictive analytics work. We are also in the process of deploying KYP in several states with modern MMIS back-end systems. 
Provider Access Considerations
(addresses 5.16.11.13, 5.16.11.14)

One of the key considerations in deploying the Web enrollment portal is to determine log in and authentication mechanisms and policies. Our portal architecture allows support for multiple users associated with providers, groups, and individuals to have separate Web profiles that allows separate e-signatures and supports agents that help providers complete applications. Unlike the claims and eligibility portals that can only be accessed by enrolled providers, the enrollment portal allows new providers to create secure Web accounts before they have been approved. Our KYP solution provides an LDAP-based authentication service. However, it also allows integration with customer LDAP services and/or single sign on services. In order to provide a smooth transition for providers, we consider the following elements during design:
Availability of a secure, Web-enabled LDAP/identity management service within AHCCCS portals. We could reuse this either operationally or through a one-time transfer of credentials to allow providers to use their existing login information.
Availability of provider PIN information to unlock the “existing” account information within the provider portals. This negates the need to issue new PINs as the second factor to authenticate Web accounts.
Understanding AHCCCS user and password policy requirements to ensure that our portal configuration conforms to those requirements. 
We will attempt to use existing PINs issued to providers or issue new, secure PINs to all providers before the launch of the portal. Providers that authenticate themselves with the PIN (along with other identifying information such as NPI and SSN/Tax ID associated with the PIN) can securely access their existing account info and reuse it for revalidation/updates. This capability to get visibility into an existing account and account relationships, meaning group to member, offers significant incentive for providers to adapt to the portal.
Screening Data Interface Considerations
While KYP enables maximum automation, integration of State-specific sources requires analysis of the following interfaces:
Type of interaction(real-time or batch)
Type of availability
Data such as batch file/database loads
Query interface such as ODBC/JDBC
Machine-to-machine exchange interface such as Web services interface, or proprietary API based interfaces, interactive or batch
Secure messaging interface (for example, JMS)
Parameterized Web interface
Web interface that supports scraping
Type of inputs and outputs semantics
Manual look ups through our integrated Web content capability is the lowest level of integration but can increase operational costs, can be less comprehensive (minimal search criteria), and cannot be integrated into automated scoring; however, they can still contribute to manual scoring factors.
Future MMIS Integration Considerations
(addresses point 5.9.3)
Migration to a future MMIS will be an important consideration in determining:
Scope of legacy integration
Level of legacy integration
Design of legacy integration
The more that provider management functionality is encapsulated in one subsystem like KYP, the easier it is to migrate to a future MMIS architecture, which results in reduced costs and project risks. As described, KYP is a fully componentized architecture that includes an open integration framework that can easily adapt to both legacy MMIS mainframe solutions as well as modern-generation MMIS claims solutions. Our solution adheres to the MITA requirements for loosely coupled distributed processes to enable easier “plug-and-play” of best-of-breed systems.
The migration to a future MMIS can be limited to adapting incoming and outgoing interface definitions based on the specifics of provider data model support in the system. It is possible that the future MMIS may support more interactions and edits related to provider data that can be addressed by enhancement of these interfaces. 
Additionally, we can offer the following types of more advanced integrations with the future MMIS modules:
Single sign on integration so that our enrollment portal can be part of the unified claims and eligibility portals
Full Message-based ESB support
Full Restful Webservices ESB support
We will partner with the AHCCCS and any selected contractor during the MMIS Implementation Phase to outline all areas of change and risk associated with the transition. We understand that all customization (vs. configuration) related to supporting/transitioning to a future MMIS are outside of current scope and will be handled using a change request to our current scope of work. 
Security Considerations
(addresses point 5.16.11.21)
[bookmark: _PRIVIA_COMMENT_87522F28_9773_43D1_BD19_][bookmark: _PRIVIA_COMMENT_2E6E0D0A_AB80_44DD_B946_][bookmark: _PRIVIA_COMMENT_DA15C02B_8520_45F9_91CB_]Security and privacy are critical to the Arizon and Hawaii Medicaid enterprise and its goals of effective access to data and a secure electronic MMIS. Digital Harbor ensures AHCCCS that our solution meets their goals through our KYP solution, which is built to conform to the MITA framework. KYP is fully [image: ]functional and offers secure and confidential data transfers and workflows to effectively manage AHCCCS and provider data. 
[bookmark: _PRIVIA_COMMENT_4F90ACBE_2747_4CC7_9CC1_]Following HIPAA, MITA 3.0, and standard business security principles, Digital Harbor’s daily operational processes comply with the 's administrative, physical, and technical security requirements. Digital Harbor enforces a culture of comprehensive security to make certain that AHCCCS data are protected from unauthorized access. This focus on security is inherent throughout KYP. 
To meet HIPAA security and auditing requirements, Digital Harbor incorporates controls into the Security and Privacy Management Plan that describes which individuals can access specific AHCCCS data assets and what actions can be taken on these assets. All Digital Harbor team members incorporate similar controls and are party to these security policies based on their requirements outlined in HIPPA Business Associate Addendum. After obtaining AHCCCS approval of the Security and Privacy Management Plan, Digital Harbor implements and maintains it throughout the life of the contract, updating it annually. 
KYP is designed following HIPAA and standard business security principles. Our solution is fully compliant with the Federal Information Security Management Act (FISMA) based on our adherence to NIST 800-53 rev 3 guidelines. Digital Harbor maintains an internal library of policies and procedures applicable to our facilities and employees. These policies and procedures provide consistent and uniform application of security precautions and confidentiality measures. After contract award, we implement a comprehensive and realistic plan to protect the security and confidentiality of the Arizona systems and data. We will work with AHCCCS in establishing joint privacy/security management protocols to achieve its security objectives and document them in the project Security and Confidentiality Plan (SCP). The SCP encapsulates our core security principles, including:
Confidentiality: Prevent disclosure to unauthorized persons or systems.
Data Integrity: Data cannot be modified without detection.
System Availability: Access is not inappropriately blocked or denied.
Transaction Authenticity: Validation that a message, transaction, or exchange of information is from the correct source.
Nonrepudiation: Parties to a transaction cannot deny their participation in the transaction.
· System Auditability: Track and log data changes, including the user or system responsible for the change (addresses 5.16.11.16)
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Monitoring Process Details and Capabilities

The KYP Monitoring system allows for following key workflows essential to the Project, specifically:
Electronically refer findings and documentation to AHCCCS within one day,
Accepting a sanction disposition and incorporating into the provider’s file at the individual, group TIN, or location-level, and
Identifying and applying a sanction status determined by the AHCCCS to other providers who are affiliated with the group.
Operational Monitoring
As shown in Figure AM3, the monitoring component uses “Watch List Management” technologies to generate near-time alerts (within days of status change) across dozens of watched data sources and provides digital workflow to triage, research, and decision on alerts within the same day. 

[image: ]Figure-AM3. Operational Modeling
Know Your Provider’s monitoring component uses “Watch List Management Technologies.”

Capabilities include 
· Provide automated tools to periodically monitor active Medicaid enrollments for noncompliance. This includes providers, organizations and all affiliated parties within each enrollment.
· Use the best-in-class watch list management system to monitor various watchlist sources to generate alerts as soon as changes are detected.
· Score and prioritize these alerts and deliver them into workflow queues to enable timely processing.
· Provide digital review and research tools to triage and adjudicate the alerts.
· Provide assessment tools to identify the impact of confirmed alerts on existing enrollments.
· Capture and track all work including case resolution and final actions.
· Enable timely filing to external agencies (OIG).
· Enable compliance and program integrity reporting.

Our monitoring solution also enables automated notifications (letter, emails) to providers with upcoming expirations to renew licenses.
It is our experience that watchlists typically have poor identifying data. Know Your Provider is built upon Digital Harbor’s Watchlist Management platform that uses technologies with proven success in monitoring hundreds of millions of customers in the banking industry. The platform uses advanced entity resolution and disambiguation to generate alerts on “entities”—such as practitioners, businesses, and affiliated parties—that match one or more entities contained in various watch lists. 
Over the last few years, Digital Harbor has tuned their technology to monitor provider-data against the required federal and state databases or watch lists. Instead of matching provider-filed data against individual databases and producing reports, Know Your Provider enriches provider entity data with enhanced information, and then matches them across multiple lists to create an overall match score; alerts are generated based on a threshold that takes into account the quality of data from both sides. 
Digital Harbor has applied this monitoring component in more than eight states so far and has produced between three and five times the number of sanctioned parties that had been found before (LEIE and EPLS). 
This, without even taking into account their ability to monitor providers for license status and adverse actions that can identify up to one percent of noncompliant providers. 
Following are the new additions to the alert generation capabilities:
· License Sanction Alerts: In addition to alerting on license expirations or deactivations we will also configure generation of alerts on active providers based on matches to any board sanctions (400+ boards) nationwide. 
· Sex Offender Alerts: We will provide this enhanced alert to improve program integrity and quality of care
· Business Status Alerts: We will configure alerts for any negative change in business registration such as suspension or expiration with the Secretary of state. These alerts would be generated on businesses associated with billing Providers. 
· Address Change Alerts: Instead of relying solely on Provider-furnished information to keep their service this capability addresses updated we will enable proactive alerts by monitoring thousands of data sources (such as utilities and bank records) to notify providers of any indicators of potential address change and initiate a maintenance workflow upon verification. This can significantly improve the quality and accuracy of Provider demographic data. 
KYP has the capability to configure dozens of additional types of alerts based on AHCCCS-specific enhancement requests with minimal customization effort. Additionally, KYP can also integrate with Arizona/Hawaii-specific resources (such as state death records, criminal records, secretary of state records etc.)
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Concept of Operations











































[image: ]















































Arizona Baseline Infrastructure Security Controls 2017 (Attachment A)


image4.emf
AZ Project  Management Plan.pdf


image5.jpeg
AH CCCS 9 DIGITAL HARBOR
...fm;vk\»e;;f(r\‘;, thhe Dota

SECTION 3

PMP PROJECT PLAN





image7.png
Executive Sponsor

Becsvesiceing e — e
—

KYP Project Manager

il

sy KYP Project saff MM Scaff
(Digial Harbor)
I Project Manager
Vendor

Product Leads





image8.jpeg
AH CCCS O bicima Harsor
...fm;vk\»e;;f(r\‘;, thhe Dota

©

SECTION 4

COMPLIANCE TO CMS SEVEN STANDARDS





image9.jpeg
HHCCCS 9 DIGITAL HARBOR
** Arizona Health Care Cost Containment System oL V\r\—e,‘:ﬁnr\—j the Dots

SECTION ©

COMPLIANCE TO MITA PROVIDER MANAGEMENT REQUIREMENTS





image10.jpeg
HAHCCCS 9 DIGITAL HARBOR
" Arizona Health Care Cost Containment System o«;’\»r\»ecfur\—ﬁ, the Dota

SECTION 6

MITA COMPLIANT SECURITY FRAMEWORK AND ARCHITECTURE





image11.png
» User ID and password
synchronization with
LDAP, enabling single
sign-on

» Each user has a personal
security profile

+ All users inherit the
security restrictions from
any “groups” of which they
are members

Leverage Existing
Security Profiles

Group 3 Profile
Group 2 Profile
Group | Profile

Individual User
LDAP——) Security Profile

* Application-level Security
Privilege settings for all user functions
* Object-level Security

Access control to all objects

» Data-level Security
Data viewing restrictions

011.NEPS




image12.png
Client Devices

0 = -

Tablets Workstation Laptop

)’

Firewall

10 Gbps ==
Connection

]

Redundant Switch

Mail
Exchange Server

s Enroliment/Screening Portal

Fax ll\leb Server Wweb Terver
il Enroliment Screening ortal UAT
(LDAF) App Server App Server App Server Web/App Server

l b= |

|
%

Document/ E
Fingerprint -,
Scanner Database DMSs

SQL Server/Oracle

- 4 TB RAID 5 4 TB RAID 5 007802

—— o





image13.jpeg
HHCCCS 9 DIGITAL HARBOR
** Arizona Health Care Cost Containment System oL V\r\—e,‘:ﬁnr\—j the Dots

SECTION 7

SOFTWARE DEVELOPMENT DETAILS





image14.jpeg
Analytics-driven
execution

Our analytics-driven approach
reduces automation risks from
incomplete or inaccurate data
in Medicaid provider files.

>




image15.png
Perform data
documentation
assessment

Determine
data sources

Perform final
data conversion

and data loads

008.NEPS




image16.jpeg
MMIS Experience

The Digital Harbor team
offers signiﬁcant experience
with both mainframe and
service-oriented architecture

enabled MMIS solutions.

——




image17.jpeg
Our

Security Principles

« Confidentiality
« Data Integrity
« System Availability

« Transaction Authenticity

"« Nonrepudiation

M

« System Auditability





image18.jpeg
HHCCCS 9 DIGITAL HARBOR
** Arizona Health Care Cost Containment System oL V\r\—e,‘:ﬁnr\—j the Dots

SECTION 8

MONITORING DETAILS





image19.png
DigitalKYP





image20.jpeg
HHCCCS 9 DIGITAL HARBOR
ontainment System ,..f&;’\r\—e‘:ﬁnr\—j the Dot

SECTION 9

KYP BROCHURE





image21.emf
KYP_Brochure.pdf


image22.jpeg
HHCCCS 9 DIGITAL HARBOR
** Arizona Health Care Cost Containment System oL V\r\—e,‘:ﬁnr\—j the Dots

SECTION 10

CONCEPT OF OPERATION





image23.emf
Concept of  Operations.docx


image24.jpeg
HAHCCCS 9 DIGITAL HARBOR
" Arizona Health Care Cost Containment System o«;’\»r\»ecfur\—ﬁ, the Dota

SECTION 11

ARIZONA BASELINE INFRASTRUCTURE SECURITY CONTROLS 2017





image25.emf
YH18-0033_Attachm ent_A_Arizona Baseline Infrastructure Security Controls 2017.xls


image1.jpeg
ADDITIONAL INFORMATION SECTION

(Holds additional materials supporting the solution concepts)

Since Additional Information is a big section, I've listed
below a breakdown of its contents for your ready

reference.

Section 1 Line by line response to Scope of Work 02
- Contractor’s Responsibilities

Section 2 | Project Work Plan and Gantt Chart 38

Section 3 Project Management Plan 46

Section 4 | Compliance to CMS Seven Standards 55

Section 5 | Compliance to MITA Provider Management 58
Requirements

Section 6 | MITA Compliant Security Framework 65
and Architecture

Section 7 | Software Development Details 69

Section 8 | Monitoring Details 76

Section 9 | KYP Brochure (attached) 79

Section 10| Concept of Operation (attached) 81

Section 11| Arizona Baseline Infrastructure Security 83
Controls 2017 (attached)





image2.jpeg
AHCCC S Q DIGITAL HARBOR

necting the Do

SECTION 1

LINE BY LINE RESPONSE TO SCOPE OF WORK
— GONTRACTOR'S RESPONSIBILITIES





image3.jpeg
AH CCCS O bicima Harsor
...fm;vk\»e;;f(r\‘;, thhe Dota

©

SECTION 2

PROJECT WORK PLAN AND GANTT CHART





image6.jpg
DIGITAL HARBOR
9 Clo-mmecti ng the Dots





image26.png
9 DIGITAL HABB?R




